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ABSTRACT

M-Commerce is any financial transaction made through mobile
devices. The mobile devices are categorized in three generation
and each generation uses different technologies such as SDR,
RFID, and WAP. The security has more significant importance
in M-Commerce than E-Commerce. It involves data, network
and memory protection through different methods during
transaction through mobile devices. M-Commerce uses J2ME,
WAP and i-mode as programmable display standard and
involves technical or direct and non-Technical or indirect risk
in security. WAP is an industry initiated standard has emerged
as a common communication technology and delivering
wireless services on mobile. The attacker attacks the weakest
link to make a loophole in security. Java with XML makes a
powerful combination of portable code and data. The customer
shares very sensitive information with merchant which can be
major cause of security loophole during transaction. WAP
allows a relatively easy and unproblematic integration of
mobile applications into existing Internet services. WAP
devices uses SSL between web server and gateways a potential
security breach. JAVA based applications has cross platform
compatibility to enhance scalability and performance of server.
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M-Commerce can improve the efficiency and effectiveness of
business activities by distributing information to the workforce
remote and by offering new ways in which to interact with
customers. Qur research work discusses these three major
technologies and their usage in security of transaction. It
explains the significance of security with these techniques in
mobile transaction.

Keywords: i-mode, J2ME, SSL, WAP

INTRODUCTION

M-Commerce or Mobile-Commerce is a commercial transaction carried through mobile
phones. It can be a process, systems or procedure that includes checking account balance,
depositing a change, buying or selling any product, all this doing on mobiles. MasterCard
(2000) defined M-commerce as a term to online financial transaction shopping or the transfer
of funds using mobile commerce. Green in 2000 explained high conjunction of mobile
devices has prompted the idea of M-commerce which is actually an E-commerce. Peter keen
and Ron Mackintosh in 2001 defined M-commerce as the extension of E-commerce from
wired to wireless computers and telecommunications and from fixed location to anytime,
anywhere and anyone device. Veijalainen (2003) referred M-commerce to E-commerce
activities performed by people while on the move. Woo and Jang (2008) defined M-
commerce as e-Business with mobile device with in its fundamental concept and architecture.

Schiller categorized mobile technology into three generations. The first generation of mobile
communication was analogue. The second generation used digital encoding for voice. The
third generation which is in developing stage will support multimedia capabilities and circuit
switched low speed data services. M-commerce uses the different technology in all
generation. These technologies are RFID, SDR, AMC, Digital Signal Compression,
Biometric, WAP IPV6, and Turbo Codes. RFID is used in packing of products on store
shelve, to pay for tolls and access fees, to purchase at vending machines. SDR overcomes the
design problems of mobile devices. Digital signal compression or Source coding is
employed to reduce bit rate requirement with lossless compression technique like the Lempel
Ziv and Huffman code. Biometric control includes finger imaging, palm printing, hand
geometry, iris and retina vascular pattern, stroke dynamics, voice recognition and speech
pattern to authenticate user to access certain place and to monitor assets. WAP is an industry
initiated standard, has emerged as a common communication technology and delivering
wireless services on mobile. The feasibility of combining these technologies for use in a
specific setting will be dependent upon security protocol. Hu etal. had shown that lack of
security provision created a barrier against the adoption of M-commerce. The handheld
devices have equivalent computing power to the desktop. While driving more and more
functionality into mobile device, the security risks such as theft, loss of data is also driving.

Some other risks are like identity theft and credit card frauds. Gururajan (2006) said that
security in the case of mobile commerce has more significant importance than a traditional E-
commerce as it is ease to eavesdrop into other’s message with minimum difficulty in mobile
environment. He categorized security risks in M-commerce as technical or direct risk and
Non-technical or indirect risk (Figure-1.)
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Mobile Commerce Security Risks
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Figure-1: Security Risk in mobile commerce (Raj Gurarajan 2006)

The identification integrity refers to the signature element found in message to infer from
where the message is originating the message integrity points to detail to establish that no
third party opened, modify or alter the content. The technical risks have more concern of
sender and service. The risk of theft or misuses of personal information and repudiation of
transaction are major issues for both. Data in M-commerce is secured by using encryption
technology which is vulnerable to attack. Therefore, the word complete security is obsolete
the technical security risks can also be seen into impact data in a mobile commerce
transaction platform to facilitate data communication and necessary protocol and software for
this communication. Dorman (2001) poised that vary nature of wireless computing is the
generation of adhoc network for communication. Wireless connection can be easily broken-
down without adhoc network. This can be done at transport layer of network. Zhang and Lee
(2000) showed that mobile user move through many different cells and adhoc network and
communication is handed off from domain to domain. During this communication a single
malicious domain can facilitate malicious download of data or program. Data is exchanged
between mobile user and network during the realization of different services.

This is the point where information can be altered or stolen. Schiller (2000) poised that
transaction in wireless communication is interrupted and reinstated without proper
authentication procedure which is strictly followed by wired network. He has given the
reason that WTSL does not follow rigorous authentication procedure and do not perform
standard check after the establishment of connection. It helps the attacker to redirect
transaction request without the knowledge of user. Most websites are not configured to deal
with intermittent service failure, which becomes an advantage to attacker.
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The data security is the major issue in security of M-commerce. Langley in 2000 proved that
user’s data can be easily revealed when he establishes a connection using protocol supporting
mobile communication. In March 2000, AT&T wireless and sprint PC’s sent user’s phone
number to the website which they accessed from their web enable wireless phone. These
websites could track users and can used for offline direct telemarketing. The weak state of
privacy protection is evident in the business setting too (Lee 2000).

Ghosh (2001) stressed on memory protection. He stated that most PDA devices do not
provide  memory application for its application which causes serious threats for each
application own security and privacy attacker can steal the decrypted key in the signing
application’s memory. Apart from technical issues in security Shortliffe and Barnett (2001)
gave a concern regarding the privacy of information. In August 2001 in West Australia the
local councils parted with ratepayer information to certain building contractor. This discloses
the personal information to other parties. Yampel and Eskenazi (2001) said that due to nature
of transmission of M-commerce details of customers can be easily captured and analyzed.
Sausser (2003) in his research has shown that data collection firm can track user’s online web
usage by means of software program. Clarke (2003) has identified WAP gap as another major
security risk. The wireless request to a web page is translated at a WAP gateway from WTSL
protocol to the SSL protocol. During this process of translation the data is encrypted and
decrypted. If an attacker can access mobile network then they can easily make compromise
the security. These attackers tend to attack the weakest link like server and client because of
strength of the perceived security elements of data encryption. The research also states that
achieving secure application is difficult without the infrastructure which fully supports
security for computing application on the device. The other loophole in security of M-
commerce is access control for objects to prevent unauthorized user and program from
accessing confidential data in database or private keys.

Stuart and Bawany (2001) defined different software flaws in mobile transaction security.
The first flaw is in the logic of a program and its implementation. The second flaw is use of
low-level language for the development of application for mobile device. Thirdly, the
physical limitations of these devices like limited power bandwidth and processing cycles may
impose security and performance trade off. Finally security features available in advanced
language like JAVA is ignored by vendors due to developmental time constraints. In M-
commerce cookies are replaced with locator devices and these devices facilitate the tracking
and monitoring the individual’s activities. The location information can be captured even
when device is merely on and not handling any call. Flink (2001) stated three major issues for
necessity of trust.

They are diverse nature, the intensive use of supply chain, the empowerment of workers and
self-directed team work. One has to manage technological and business risks to get a
satisfactory level of trust. Simpson (2003) in his research showed that there are many
incidents where personal information is disclosed without proper consent. Trust is the center
of security risk in the case of mobile transaction. Green (2004) in his report said that
consumers are more worried about their privacy and potential intrusion in M-commerce
environment.

To grow and develop M-commerce in a country National IT infrastructure, education and
awareness of citizen has important role to play. In short, future trends clearly indicate that the
device manufacturers as well as service and infrastructure providers will keep adopting the
WAP standard.
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The major issues related to use of infrastructure are skills availability of radio frequency,
technology and service cost. A minimum standard availability can hinder development.
Government is concerned with regulatory framework in development of M-commerce. M-
commerce uses application layer technologies like WAP/ WML, i-mode, DoCoMo, XHTML.
On client side it uses J2ME and WML on open wave on like layer it has authentication key
management and encryption CDMA and CDPD along with symmetric encryption and RSA is
a link layer. Varshney and Vetter (2000) argue that each of the levels in the framework
encompasses (I) Wireless (Network) Infrastructure (II) Mobile Middleware (III) Wireless
User Infrastructure and (IV) Mobile Commerce Applications play a critical role in M-
commerce success and deployment. J2ME uses 3-tier structure. Mobile middleware use
MOM for communication and XML for presentation. WAP design accommodates the entire
wireless network such as CDD, OMA, GSM, PDC, PHS, TDH, MOBTTEC, USSD, IS-136.
It uses WCMP, WDR, WTLS and WHL protocols. Lei etal (2004) poised WAP gateway as
an interpreter between the mobile device and a web server to decode and encode the
information, so that the server and the mobile device can communicate with each other.

M-commerce not only includes consumer but also enterprise solutions that enable companies
to operate more efficiently. M-commerce technology is expanding into enterprise market. As
per Indian telecommunication report as on Jan31, 2011 the total growth in wireless sector is
771.18 million, whereas the total growth in telecommunication sector is 806.13 million.
Consumers use services like SMS for e-mail notification, SMS chat and downloading the
ringing tone offered in market. Many organizations have launched M-commerce like Alliance
SpintCompuwave, Mobile telephony and Yankee group (Stoica 2003). The present state of
M-commerce is not stable or matured. There are some bewildering problems like lack of
coherence and stability in standard and protocols in the mobile world, bottle neck in network
cascade of hardware and software options.

Service and support is more important in M-commerce than traditional business. The strength
of M-commerce is based on four factors: the anticipated ubiquity of devices, online access for
a large portion of the world’s population, location sensitivity of the devices and
authentication and authorization capabilities (John etal. 2008). Different generations of
mobile (1G, 2G, and 3G) play an important role in development and expansion of M-
commerce. These generations varies with their speed of data transmission. Research is going
on to make a seamless gaming between 2.5G, 3G and WLAN so that mobile device will
detect the network with higher bandwidth and switched to it.

The handover will occur without interrupting existing connections, and then WLAN can be
used as complementary technology of M-commerce [eito]. Different mobile devices use three
programmable display standards- J2ME, WAP and i-mode. J2ME is java technology
customized for embedded devices with limited processor, memory display and input
capabilities. Java with XML creates a powerful combination of portable code and portable
data. J2ME has built in consistency across products in terms of running anywhere, anytime
and over any device. Java technology in mobile devices has two advantages: security and
disconnected transaction with wireless synchronization. XML increases the size of parsing.
Hence, operating of J2ME on cell phone becomes tough. The other technology is WAP and i-
mode. If there is any security issues that disturb the M-commerce will actually affect the
customer and organization. The goal of this paper is to make a comparison among three basic
techniques used for making transaction through mobile.
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WAP

This global standard has been developed in 1998 as WAP1.0 by WAP forum. WAP Forum is
also known as open middle alliance- a consortium of leading mobile phone manufacturers
including Motorola, Nokia and Ericsson. The main purpose of WAP forum is to develop an
application to operate mobile telecommunication and transmit internet contents on different
mobiles independent of transmission technology. WAP applications are written in WML
(Wireless Markup Language) that work with all constraint of mobiles like small display,
limited user input facilities, limited disk and memory resources. WAP can work with
complicated graphics and images with the introduction of GPRS and higher data transfer rate.
The conversion of content into WML increases the cost of WAP. The major limitation of
WAP 1.0 was that the information WAP gateway decrypts the data before transmit it to web
server which leads to misuse of information. In July 2001 WAP 2.0 was introduced which
does not store the data in decrypted form. It use XHTMLMP (Extensible hypertext Markup
Language Mobile Profile) to support the standard of WAP and i-mode.

TRANSACTION USING WAP

The mobile service provider (MSP) or mobile telephony company uses a WAP gateway to
establish a connection between the wired and wireless Internet. A customer places an order
using WAP enabled mobile phone to the merchant (WAP forum 2001). The merchants’
website is connected to the fixed internet. The very sensitive information is shared among
customer and merchant such as credit card number and address. The WAP gateway in WAP
1.2 version, the data is transmitted in original unencrypted form causes end to end security
problem. The WAP gateway is software and act as a point between the customer and
merchant. WAP runs on a computer under the control of the mobile service provider. The
loop hole in security is that the data exchanged can be available to people with privileged
access to the WAP gateway like system administrator of PC where WAP gateway is running
on.

Therefore, the privacy of data depends on the internal security policy of the mobile service
provider (what are the policy used by different service provider). This loop hole in security of
WAP gateway is recognized by many researcher Niel christstian and Niel Jorgensen (2001)
suggests not using gateway, rather using internet protocols end to end.

WTLS

The communication between WAP gateway and mobile phone has to be secured. Due to the
constraint of mobile phones, SSL/TLS protocols cannot be used for this purpose. The
implementation of WTLS is similar to the Internet implementation of TLS and used for
transmission between mobile phone and WAP gateway. The difference between the two is
that WTLS was designed so that it can cope with long round-trip times, low bandwidth
connections, low processing power, small memory capacities and cryptography exportation
regulations. It is these differences that pose the serious security problems. WTLS uses
Elliptic Curve Cryptography (ECC) by default with advantages that it uses keys with much
smaller size of 170-180 bits to achieve 1024 bit RSA level of security. WTLS also work on
datagram based communication layer instead of connection based communication layer.
WTLS has its own certificate format optimized for size and limited bandwidth and also
support X.509 certificate.
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THE WTLS PROBLEM

WTLS and TLS are not compatible. To best illustrate why this is such a large security
concern, an example will be given. A wireless user is purchasing an item off a web site using
TLS. They fill out the form and submit their credit card information. The wireless device
creates a WTLS connection to the WAP gateway. The WAP Gateway recognizes that a
secure channel is desired and attempts to use TLS to connect to the web site. A problem
occurs during this process. The WAP Gateway cannot simply pass the WTLS connection
along to the web server because the server only understands TLS. The WAP Gateway only
has one possible way of making the connections work. It must decrypt WTLS and then re-
encrypt it under TLS; this means that the WAP gateway has a point where the data that the
user is trying to keep secret is available un-encrypted. This should definitely be a cause for
alarm for anyone that values the secrecy of his or her personal information. It can be argued
that this is not a large security hole because the conversion occurs in the memory of a trusted
gateway computer. The rebuttal to this point is to talk about the history of TCP/IP. When that
protocol suite was in its infancy, there were parts where trust was assumed between two
parties but as the technology grew, users became aware that they could take advantage of this
trust and exploit systems. An example of this type of behavior can be found in the method
that TCP used to simply create a connection every time that one was requested, but look at
what happens today. A user could flood a server with millions upon millions of connection
requests and eventually cause a denial of service error. This is just an example of misplacing
trust, especially early in the life cycle of a protocol suite. In the WAP problem, if the gateway
were ever compromised, then that hacker could have access to all the confidential
information by dumping the contents of memory into a log and then searching for known
patterns that contain credit card numbers.

WAP allows a relatively easy and unproblematic integration of mobile applications into
existing Internet services. Web servers can be modified with the help of suitable software to
offer WAP functionality. Only a WAP gateway is required as hardware the content must be
made WML compatible so that it can be read by mobile devices.

Translating all relevant content into WML increases the cost of WAP. WAP works only on
special programming language XHTMLMP. WAP devices uses SSL between web server
and gateways a potential security breach. But if SSL is striped out and data is placed into
another security format, the data would be potentially exposed on the carrier’s network. Java
technology uses java application can run on a mobile even when it is disconnected or out of
coverage area.

J2ME

Unlike WAP, we can run and interact with most of the application in standalone mode and
can be synchronized with backend infrastructure later. Java helps in dynamically download of
new application. Java based application has cross platform compatibility which increases the
scalability and performance for server and reduces demand for network bandwidth. Another
major drawback of WAP is that contents must be compatible with WML only. The mobile
technologies are the most successful technologies that have emerged into society as its
relative short time to perform any task that desktop computer can perform. The other
advantage is using the mobile devices that allow us to send and receive data with an ease
from different location. To provide secure solution for storing and accessing data J2ME
includes security and trust services API (SATSA).
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This is flexible to run with different protocols and cryptographic algorithm on CDC and
CLDC configuration. All packages require a smart card except SATA crypto package which
provide classes for implementing data security architecture based on message digest, digital
signature, symmetric and asymmetric encryption/decryption algorithm. The other solutions
like bouncy castle crypto apis provide a light weight cryptography, API for implementing
security architecture in a mobile application. There are different storage location to store the
data in mobile device.1) Active memory 2) Small database 3) Persistent Memory:J2ME uses
RMS(Record Management System) —a simple record based persistent storage mechanism to
store the binary data within a record store which allow mobile application to add, remove or
update data. RMS cannot manage large sized resources like multimedia application; therefore
extension of external memory of device by using memory cards can be solution to these
problems. The user input data is compared with data in the device persistent memory. The
MIDlet application can also store persistent data with RMS system. Each application has a
unique id to utilize the RMS space. The data location within device memory is dependent on
the RMS id and is not exposed to an inquiring MIDlet, the data is secured.

This scenario offers a relative data security and vulnerable to reverse engineering and brute
force attacks on device memory. The implemented techniques are used to hide clear data
behind a cipher value to increase the level of security, which can be obtained by computing a

message digest value.
gegr;te

saltecl hash
for passwrrd - GSH
RMS User
Get salted hash and edential

User value: Test | compare SH with credentials
Password value: GSH

User: Test
(salted hash) SH Password: 1234

Phone user

Figure-2: Storing Password Salted hash within RMS.

The clear data can store the short sensitive values using message digest values using a
message digest algorithm and the result is stored in RMS. A hash value is given to each value
using algorithm. The function is one-way and not possible to obtain the sensitive value from
its hash value. This function does not provide a perfect security solution as it is very prone to
collision. A brute force or dictionary attack can be used to attack is used to guess password.
The sensitive data is salted before completing the hash value to protect the hash value being
used to obtain the input value. The salt is an additional value added to clear password to
modify the message digest. The next sequence generates a SHAI 160bits, 20 bytes, hash
value which is the salted form of the password. The J2ME also support MDS5 message digest
which generate 128 bits hash value. The encryption algorithm is the alternate to message
digest solution, which generate a cipher text from a clear text and decrypting of the cipher is
used to get the clear data. The cipher can be stored using either RMS or the file system. The
major disadvantage of encryption is that it affects the application performance and battery
life.

Cyber Times International Journal of Technology & Management
Vol.5 Issue 2, April 2012 - September2012



I-MODE

NTT DoCoMo — a Japanese network carrier introduced i-mode in 1999. It is based on
iHTML i.e. i-mode compatible HTML. It works on packet switched technology hence
compatible with GPRS and UMTS and makes use of push and pull services (Teltarif 2004).
User can access the internet services and charged according to volume of data transmitted.
The i-mode compatible sites can be categorized as following:

CONTENT PROVIDED BY OFFICIAL PROVIDER

The contents are integrated in i-mode menu and can be accessed directly by clicking the
menu. These official partners have an agreement with NTT and charged 9% commission for
collecting the bills and approving the contents.

CONTENT PROVIDED BY UNOFFICIAL PROVIDER

These sites can be viewed like other Internet sites i.e. by typing the address in browser. The
providers of these sites have their own mechanism to collect charges for their services. The
content providers need not to pay fees for i-mode compatible content. The actual profit of
NTT is by transferring data on account of network usages. The other network carrier requires
a license to offer i-mode services. It is very successful in Japan and has shown a little success
outside Japan. There are only fourteen countries that have i-mode enabled services. These are
Taiwan (2002), Germany (2002), Holland(2002), Belgium (2002), France(2002),
Spain(2003), Italy(2003), Greece(2004), Australia(2004), Israel(2005), Russia(2005), United
Kingdom(2005), Ireland(2005) and Singapore(2005). In Germany, over a million E-plus and
O2 users are using i-mode services. The service is named as MMO2 owing to legal
complication with E-Plus.

M-COMMERCE IN BUSINESS

The Internet is a platform for what is to come, a business platform, a technological platform
and a platform for managerial experience. On this basis, it is possible to have pervasive
wireless network in faster pace than the Internet did because companies can leverage the
lessons of the past. The Jupiter consumer survey showed that 33 percent of mobile users are
not using M-commerce because they feel that their credit card or payment information is not
secured. It also states that in December 2000, hackers broke into the commerce site of
Egghead.com and were suspected of stealing more than 3 million credit card account
numbers. Through this study industry sector can gain substantial benefits in manufacturing,
marketing and retailing. Gartner Group report (2001) showed that manufacturing firms
utilizing M-commerce have increased worker productivity. Juniper report (2010) has shown
that more than 76% of consumers surveyed use their smart phones to access personal or
business information, including 51% to enter or modify passwords, 43% to access banking
and credit card statement, 30% to access utility bills, 20% to share financial information, 18%
to access employer’s proprietary information, 17% to access medical records, 16% to share
security numbers.

M-commerce require ISO 9001:27001 as its security certificate. Bharti Airtel got award in
2009 from ISO for standardization. It also uses ISO/IEC 27001:2005 for security techniques
and information security management.
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The futures of M-commerce would not only be low costs user friendly high speed connection
and high level of security, but also be automatic language translator pre-installed so that
everyone would understand each other irrespective of their language. This technology would
develop faster than everyone could imagine. Leung and Antypas (2001) showed that M-
commerce could improve the efficiency and effectiveness of business activities by
distributing information to the workforce remote and by offering new ways in which to
interact with customers. Nadesan (2001) poised that investing in effective mobile technology
is likely to increase mobile workers productivity 30%. The US advocated that Internet
commerce should be a tax free zone.

LITERATURE REVIEW OF THESE TECHNOLOGIES

Bergstrom (2001) had given trust, user friendliness, business models and regulatory aspects
as other security issues. Tarasewich etal. (2002) had shown three technological issues: mobile
clients, communications infrastructure and other technology. M-commerce firms require the
security control like firewalls, anti-virus protection user identification: authentication and
secure device management to protect company network and web applications.
Standardization, privacy and security solutions and electronic cash format reap a competitive
advantage. The literature is also available on different technologies used in M-commerce for
security measurement.

Baldi and Thaung’s (2002) described i-mode and its impact as security measure in M-
commerce. They have also explained its adoption process from cultural prospective. Okazaki
(2004) conducted an empirical study of pull-type advertising platform on i-mode. His
proposed model was based on users and gratifications theory and on Dacoffe’s (1996)
Internet advertising value model. His finding suggests information, entertainment and
irritation are the three primary factors that influence consumer’s intention to click text banner
ads in mobile platform. Varshney (2005) in his study has shown that WAP, i-mode and J2ME
are major security services used in M-commerce. He has explained the effectiveness of J2ME
over WAP.

In the study Mourad etal. in 2006 described J2ME CLDC security model. They designed the
set of attack scenario and execute them. Yaun and Lung (2006) in their study proposed that
applications in J2ME offer more in terms of features and security than WAP. They have also
explained that for high level mobile security code one should look no further than J2ME
applications. The research paper given by sun micro system in 2006 supported the same, but
it also lack to explain how XML format can be lighter for limited wireless bandwidth.

In the study in year 2007, different encryption methods for the security of transaction in M-
commerce were given. This study showed that quasi group encryption is rather a new
encryption method that has not been studied very much by the cryptographic community.
There is still a lot to do in security analysis of this cipher. It is based on table lookup, and
implements white box cryptography which would be more straightforward than with block
cipher, such as DES or AES.

Presently research is going on i-mode and J2ME. WAP forum is used in most mobile devices.
Researchers have given many papers in development and growth of WAP. In i-mode, digital
radio packets are sent between handset and radio towers are encoded via a proprietary
DoCoMo scheme.
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This information about this scheme is not available. Java platform make users to develop
portable code that can run on multiple platform. It has been designed to strike a balance
between portability and usability. In the study given by Kanvalwir (2009), it has been shown
that strong use of transplanted J2ME technology development process and its short
development life cycle made it so popular. He has also shown that use of J2ME technology is
increased because of increased use of mobile devices. The J2ME CDLC security model
developed in above work do not project permission and protection domain in M-commerce.
Though the cryptographic techniques are available but on mobile networks they are easily
hackable.

The study on different security techniques could not able to explain any model for adoption
of mobile for daily transaction. The gap in the literature is due to the fact that all aforesaid
studies include a specific technology with specific type of mobile system. The above studies
could not explain the security techniques which can be used on any mobile and addition of a
new factor which affects the security is difficult. Also the tools to measures the risk in
security are not explained by these studies. Moreover, the security protocol using J2ZME
during mobile payment practically could not develop a prototype for stimulated environment
and delays and error in sending the messages for payment.

Also mobile CMS were not compatible with technology as web application which is gap in
aforesaid studies that is updating of application on mobile devices through GPRS. The
absence of proper management can have negative effect in the performance of business and
lead to failure of mobile computing.

CONCLUSION

Since research is going on the different areas of M-commerce, but still there are lacking in
some fields of research like operating system. Most mobile devices have simplified operating
systems. M-commerce is a new innovation in the market therefore, there is not much research
regarding its impacts. Many researchers poised on general aspect of M-commerce. Other
researchers have focused on different areas like issue and challenges of M-commerce, a
framework for its applications, mobile clients and communication infrastructure and fourth
generation wireless network. The issues and challenges of M-commerce vary from market to
market like in U.S. it is involved in potential growth whereas in Europe it is focused on a
socio-economic analysis of new market evolution. There are basically three challenges in M-
commerce: technical challenges, business and security issues.

The prime concern is that M-Commerce has to deal with the new problem of finding location
dependent data which is also given as a future scenario by most of the studies. Most of the
studies describe about the security techniques in M-commerce and few of them also focus on
adoption of mobile technology.

This paper discusses the three major technologies and their usage in security of transaction in
Mobile commerce. It can be concluded from the aforesaid study that though Mobile
commerce is emerging area of business but still more research is required to make it secure
from any device. The i-mode has many advantages over WAP. Firstly, the content providers
need not to install their own payment mechanism and being charged at low rate. Secondly,
iHTML is the subset of HTML, so Internet contents can be transferred with fewer problems.
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WAP uses XHTMLMP which is compatible to WAP and i-mode; but i-mode still require
special i-mode compatible device. The research work explains J2ME usage with XML in
mobile devices and security in mobile transaction. However, the study could not explain the
standardization of these security services in M-commerce and limitation of different types of
mobiles using these technologies.
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