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ABSTRACT

Though, Ipv6 has presented a long list of featulest actually change the entire

the major reasons behind its partial acceptanceitss secu these features were
incorporated in Ipv6 just to enhance its overal ity of sepvice, thereby
neglecting its security part. One such featureSt
simply SLAAC, which have undoubtedly rg g networks,

research work,
therefore targets at proposing some ks associated with
SLAAC, by understanding its worlg
to highlight its security concerns

add security to networks and mak

tation of tflese policies will directly
WAC based attacks.

Using an attacks. Such attacks can involve an attacker
gene out anyto kill the default router to introduce a DOS
need or need of any [5] factor, or make a fake router to become
additio ing servers. Thisthe default router of the network to fetch the

automate PSS generation isntire network traffic and introduce MITM

termed as Address Auto[6] factor. Further, more complicated
Configuration or si LAAC [1][2][3]. SLAAC based attacks can involve an
SLAAC allows devices within IPv6 attacker to forward the fetched traffic to a

networks to configure its own IP address byfake DNS [7]. So once the host devices get
combining locally available information and auto-configured for IP addresses using these
parameters found in Router Advertisementsfake router advertisements, the attacker can
or simply RA’s [4]. IPv6 enabled routers directly control the network as per his
advertise information that identify the malicious intentions.

network associated with it, while hosts

generates a unique interface identifier. Aln this paper, the possible attack vectors to
combination of both forms an IPv6 address.figure out vulnerabilities in SLAAC is
SLAAC therefore has provided a massive presented. By its end, the research work
accountability to routers, which in point of concludes by stressing on some security
fact has given birth to SLAAC-based policies, which when



implemented will make networks much Ipv6 is popular for its numerous benefits to
more secure and resistant to such SLAACend users. Gone are the days of Ipv4, when
based attacks. end users needed to configure their
machines manually or at least configure
The rest of this research work is organizedtheir DHCP [8] server to reduce a bit of
into following sections: Section-2 gives an overhead. Ipv6 has introduced the concept
overview of the related work; Section-3 of 'hot plugging’, which will allow a host to
focuses on the working of SLAAC; configure its Ilpv6 address automatically
once it is connected to a hotspot within a
Section-4 highlights the security concerns of network.
SLAAC and possible attacks; Section-5
presents the proposed security policies andrhis feature
concludes the research work. STATELES
CONFIGU

technically known as
ADDRESS AUTO

, and will
[ host machines with

IIl. RELATED WORK

The related work to security of Ipv6- Of
SLAAC can be categorized into following 3
categories: a) Basics of IPv6 and 4
features; b) IPv6 vulnerabilities ang
security; ¢) IPv6 addressing issues.

ddress auto
d into following

[19] Microsoft TechNet, in 2008 tion of Link- Local

IPv6 and its features including ad gss [10].
configuration. [20] Jinesh Doshi,
Chaoua, Saurabh Kum st devices initially generate a link
did a comparative stud cal address, using which they can

highlight the co-existen i municate only within the local
technologies network. This link local address is
related to it. [ generated by combining the interface
Aiman Zubair fo address and link local prefix.
and |Rg@mrouting
Dawood focused on the security * The moment, a link local address is
vulnerabilities of [IPv6. [23] Clinton generated, it get verified for its
Carpene and Andrew Woodward exposed uniqueness on the network before it is
the IPv6-addressing concerns and privacy assigned to a host device and used for
risks associated with them> communication.  This  verification
y | process is carried out by the host by
Finally | found that the research work has  sending Neighbor Solicitation messages
been done on IPv6-feature suite and its containing its link local address. If this
vulnerabilities on a very general ground. address is used by another host device
Individually, much research is not done on  on the network, it will send back a
SLAAC and its security implications. Neighbor Advertisement for address
conflict.

This research, in particularly, focus at

security concerns of SLAAC and proposee In case there is an address conflict on

policies to develop a mitigation system the network, the process of auto

against them. configuration stops. Now this host can
be manually configured, or can be

I1l. SLAAC supplied with  another interface



identifier to continue with address auto checking uniqueness of a global address
configuration. assigned to a host device.

Once a host device confirms for the Once DAD flags an Ipv6 Global Address
uniqueness of its link local address onwith a green signal, the host devices
the network, it can use this address forassociated with this address becomes a part
IP level connectivity within the local of the IP New Generation Protocol.

network only.

IV. THE ATTACK VECTOR

PHASE 2: Obtaining Router
Advertisements and generation of Global Though SLAAC has automated a part of

Address [10]. network ad

tration, a gap Iin its
eft the end users prone to
this section, in particularly

adaptation
The Ipv6 enabled routers send Routerattacks. T

Advertisements after every small examines thi
interval of time so that the host device yec i the vulnerabilities in
could carry out address auto S|

configuration without the need to
contact routers directly. These RA's p

a vital role in generating a gl i > ommuagication link between
address for a host device that ca the default router,

used globally out of the loc total automation factor
These router advertisements AC. This malicious intention is

accompanied by a series of a real-time effect in terms of

other parameters
lifetime values etc.

ctual link between the default router and

ides the host machines by altering the Router

andAdvertisements of the default router. The

pure its goal behind altering these RA's is to change

¥ soon as the hosthe router lifetime which defines the time

AN RA  with [imit of concerned router to act as default

- Configuration router for that network. But before an

Flag, it triggers th@eneration of global attacker can alter these RA's, he needs to

Ipv6 address. capture these RA's by becoming the part of

the network.

The Ipv6 Global Address is at last

generated by combining the unique STEP-2:

interface identifier and the network/sub- Now once the attacker is successful in

net prefix provided by RA's. capturing valid RA's from a default router,

. by changing the router lifetime available
Now once the global address is h RA'S 1 | ¢ ttacker |
generated, it is again checked for its ege S to a value ot zero, an 4 ‘_"‘C eris
Detection or simply DAD [12], is a remove the default router from its routing
protocol that solves the purpose of table.



HOST DEVICE

DEFAULT ROUTER
LIST
(No Default router)

Figure 1: Attacker sending a spoofed RA to ho

STEP-3:

After an
has spoofed the valid RA's and
default router from the routing tab
right time for him to make his fina
Now at this stage an
with one of the followi
target and intentions:

k. Further, an
ertise the address of
a non-local route a machine without
routing capadgi using fake RA's,
which will be Installed as the default
gateway for host machines once they get
configured using SLAAC. Since these
devices will not be able to route the
packets to their desired destinations, as

attacker can also

DEFAULT SWITCH

<== —

DEFAULT ROUTER
(SOURCE :XXXX)

ATTACKER

efault rouger.

do not e locally or do not have
ting capability, they would end up at
lal of Services'.

AAC- BASED MAN IN THE
DDLE VECTOR: An attacker can
also introduce a fake router into the
network and make the host machines to
get auto-configured for addresses using
RA's sent by this fake router.

Since the network uses SLAAC for
address  configuration, the total
automation factor involved in this
process will not allow the end user to
know about the transition in the route.

Once the host devices get configured
using fake RA's, the attacker, being 'man
in the middle' is able to fetch the entire
traffic to his router and can hamper the
privacy of data.



e

HOST DEVICE

DEFAULT ROUTER
LIST
Router: AAAA

higher priority over Ipv4 addressing,
dual stack router deployed by the a
will configure the host machines
SLAAC and will become the def
for the network. Now when an
successful in fetching the networ
the router deployed by him, he ¢
route this traffic to any
again controlled by him
NAT-PT [14] on the fake r

do not provide
system against

NCERNS OF -

As noted in the previous sections, SLAAC
largely depends on routers in the process of
address auto configuration. Since routers are
entirely the care takers of address
assignments under Ipv6 SLAAC, and
perform IP based authentication by itself, an
attacker can easily spoof a trusted router or

DEFAULT SWITCH

—

DEFAULT ROUTER
(SOURCE:XXXX)

h the entire
of the attack
The following
oncerns associated

ing the SLAAC mechanism, routers
ilate the process of address auto
configuration by sending routing

information as a part of RA's. These
RA's are directly received and processed
by host machines without any checks to
get an IPv6 addresses. But fake or
bogus routing information sent through
RA's can substantiate an attacker to
request a connection to host machines
and capture their traffic.

Since SLAAC involves RA's to
communicate the subnet prefix/ subnet
masks to host machines, a massive DOS
attack  can be launched by
communicating the fake subnet masks to
host machines. Since a host machine
will have to reply for every received
RA, no matter whether it was requested
or not, a chain of such fake RA's can
easily lead to a network crash.



e Under SLAAC, interface identifiers replacing the default router in the network
remains unchanged regardless of thewill become almost impossible, and hence
network they are associated with. It is sothe network can easily be secured from
because SLAAC, by default, uses the SLAAC based attacks. Usually the first hop
MAC address as the interface identifier for host devices on a network is a switch;
[15]. This directly exposes the host therefore by implementing the right set of
machines to the attacker if he can fetchsecurity features on layer-2 itself, we can
the entire traffic of the network to a block fake RA's. Many good tools are
router under his control. This might available that work on Layer 2 managed
likewise imply that the host machines switches. RA Guard [16] is one such tool
are vulnerable against device trackingthat monitors Router Advertisements and
and additionally simple targets for block unknowngar fake RA's. Another way
attacks from anyplace as far and wide asto block fa A's is to introduce the
possible. Hence SLAAC, in other words concept ccess Control Lists once
compromise device privacy on the default rout etwork are defined.
network. Using ACL's, n RA's are allowed

ers can be dropped if
rigi from fake

IN
N WITH SE-ND

eavesdropping. Further such vulneral
can be exploited in form of vario
The SLAAC attack, in respon
Ipv6, host machines uses Neighbor
Protocol [17] (NDP) for various

uch as to discover neighboring

ery or simply Se-ND [17] is the
dvanced version of NDP that has patched
e existing security related flaws in it.

®ation of various features to ensure that security of a
¥ of networks. The Network is not compromised in anyway.
an play a vital Certification Paths and Cryptographically
associated with Generated Addresses are two main features
thereby making of _Se-ND, that ensure authenticity of
owerful and secure devices, both the hosts as well as the
feature of IP eneration Protocol. fouters, on the network. So a network
Such policies will help to identify malicious architecture that uses SLAAC synchronized

Router Advertisements, as well as will With Se-ND protocol can possibly ensure

rapidly recover from a state where hostth@ host machines get configured for
machines have already configured usingaddresses using known native routers.

role in dimi
SLAAC based atta
SLAAC a much m

such a fake RA. Further this practice can even restrict
untrusted host devices to connect to the
« BLOCK EAKE ROUTER network and cause malicious functions.

ADVERTISEMENTS
 LEGITIMATE ROUTERS

SHOULD BE TAGGED WITH
HIGH PREFERENCE

If router advertisements initiated from
unknown sources can be blocked, killing or



Router preference allows routers to bevariants of SLAAC- based attacks and
classified into three levels: Low, Medium hence directly enhance the security of
and High. If known and trusted routers cannetworks.

be tagged with high preference, this could

suffice  to alleviate fake  Router REFERENCES
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