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Abstract: The rapid maturation of quantum computing architectures has elevated the security of classical
cryptographic infrastructure from a theoretical concern to an immediate strategic risk. This research review
provides a comprehensive scholarly analysis of quantum cryptography and post-quantum security mechanisms,
grounded exclusively in literature, standards, and experimental findings available during 2019 and 2020. The
paper begins by tracing the evolution of classical cryptography and its structural vulnerabilities in the face of
quantum computation, with detailed technical treatment of Shor's algorithm — which renders RSA, Diffie-
Hellman, and elliptic-curve cryptography computationally insecure — and Grover's algorithm, which provides
a quadratic speedup for symmetric-key exhaustion. The review then surveys the field of Quantum Key
Distribution (QKD), examining the BB84 and E91 protocols with analytical depth, including their security
proofs, practical implementations, and deployment constraints. The post-quantum cryptography (PQC)
landscape is systematically assessed across four major algorithmic families — lattice-based, hash-based, code-
based, and multivariate cryptography — evaluated against the backdrop of the NIST PQC standardization
process as it stood at the close of Round 2 in early 2020. Hardware platforms relevant to quantum computing in
this period, including IBM Quantum processors, Google's Sycamore quantum supremacy demonstration of
2019, and D-Wave's annealing systems, are discussed in terms of their implications for cryptographic threat
timelines. Comparative analysis is presented through four structured tables. The paper concludes with a
forward-looking research agenda grounded in the understanding of 2019-2020, identifying migration strategy,
hybrid cryptographic architectures, and QKD network scaling as priority challenges.
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post-quantum cryptography, quantum cryptography, quantum key distribution, quantum-safe encryption,
quantum supremacy, Shor's algorithm, XMSS.

1. INTRODUCTION

Cryptography has historically operated upon an
implicit assumption: that the computational resources
available to a cryptanalyst are constrained to classical
hardware, and therefore that sufficiently hard
mathematical problems — integer factorization, the
dlscr§te logarithm, th§ elhptlc-cqrve discrete circuit sampling task in 200 seconds — a
logarithm — would remain practically intractable for computation estimated to require approximately
any foreseeable adversary. This assumption, which 10,000 years on the then-fastest classical
underpins virtually the entire global public-key supercomputer [41]. While this milestone did not
infrastructure (PKI), is under unprecedented threat constitute a direct cryptographic  threat, it

from the development of programmable quantum demonstrated that quantum hardware had crossed a
computers. Unlike classical computers, ~which fundamental threshold of practical performance,
process information as deterministic binary states, accelerating expert assessments of the cryptographic
quantum  processors exploit quantum mechanical threat timeline. IBM's quantum roadmap, D-Wave's
phenomena —  superposition, ~entanglement, and growing annealing systems, and intensifying

interference — to perform certain computations at investment across national quantum programs
efficiencies that are asymptotically exponential over globally reinforced this urgency.

classical approaches [25].

The pace of quantum hardware development during
2019 and 2020 lent increasing urgency to this
concern. In October 2019, Google's research team
announced the  achievement of  quantum
computational supremacy, with their 53-qubit
Sycamore processor completing a specific random
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The cryptographic community's response has
proceeded along two complementary fronts. The first
is quantum cryptography — the development of
communication security protocols that derive their
guarantees not from computational assumptions but
from physical laws, primarily through Quantum Key
Distribution (QKD). The second is post-quantum
cryptography (PQC) — the design of classical-
hardware-executable cryptographic algorithms based
on mathematical problems believed to be hard even
for quantum computers. The United States National
Institute of Standards and Technology (NIST)
launched a formal standardization process for PQC
algorithms in 2016, reaching Round 2 evaluation of
26 candidate algorithms in January 2019 [43].

The growing complexity of cybersecurity threats in
the digital era, including escalating attacks on
networked systems and cloud infrastructure [28][29],
underscores the urgency of transitioning to quantum-
resistant  cryptographic ~ frameworks  before
adversaries acquire cryptographically relevant
quantum hardware.

This paper is organized as follows. Sections 2 and 3
establish the classical cryptographic and quantum
computing contexts, respectively. Sections 4 through
6 analyze quantum threats to existing encryption.
Sections 7 and 8 address QKD protocols in depth.
Sections 9 through 14 survey PQC families and the
NIST standardization landscape. Sections 15 and 16

examine security challenges and hardware
constraints. Section 17 provides comparative
analysis.  Section 18 surveys cybersecurity

applications. Section 19 outlines future research
directions. Section 20 concludes the paper.

2. EVOLUTION OF CLASSICAL
CRYPTOGRAPHY

The history of cryptographic thought extends over
millennia, yet the mathematical science of modern
cryptography traces its origins to the mid-twentieth
century. Shannon's 1949 communication theory of
secrecy established information-theoretic foundations
for symmetric encryption, introducing the concept of
perfect secrecy and demonstrating that the one-time
pad achieves unconditional security [1]. This
theoretical pinnacle, however, is impractical at scale
due to its key distribution requirements, which
motivated the subsequent development of
computationally secure schemes.

The 1976 publication of the Diffie-Hellman key
exchange protocol [2] constituted a paradigm shift by
introducing public-key cryptography — a framework
in which communicating parties could establish a
shared secret over an insecure channel without prior
interaction, leveraging the presumed computational

hardness of the discrete logarithm problem. This was
rapidly followed by the RSA cryptosystem [3],
which based its security on the intractability of
factoring the product of two large prime numbers.
Throughout the 1980s and 1990s, elliptic-curve
cryptography (ECC) refined the public-key paradigm
by offering equivalent security levels with
substantially shorter key lengths.

The Advanced Encryption Standard (AES),
standardized by NIST in 2001, established the global
benchmark for symmetric-key encryption with key
lengths of 128, 192, and 256 bits. SHA-2 and SHA-3
hash function families provided integrity and
authentication primitives. The Transport Layer
Security (TLS) protocol, underpinning HTTPS and
securing the majority of internet traffic, combined
these primitives into a coherent protocol suite. This
infrastructure, collectively representing the world's
deployed cryptographic heritage, is precisely the
target of quantum-enabled cryptanalytic attack [25].
The importance of cryptographic hash functions in
maintaining data integrity across networked systems
has been extensively documented in contemporary
security literature [36].

3. FUNDAMENTALS OF
QUANTUM COMPUTING

3.1 SUPERPOSITION AND QUANTUM
PARALLELISM

A quantum bit, or qubit, is the fundamental
information unit of quantum computation,
represented mathematically as a normalized vector
Wil = a|0C] + B|1[] in a two-dimensional complex
Hilbert space, where the complex coefficients o and
B satisfy |a? + [B]* = 1 [10]. A register of n qubits
inhabits a Hilbert space of dimension 2,
simultaneously representing 2" classical states.
Quantum parallelism exploits this property by
applying a single unitary transformation to an n-qubit
superposition state, effectively evaluating it on all 2»
inputs in a single computational step.

3.2 ENTANGLEMENT

Quantum entanglement describes a correlation
structure between two or more qubits in which the
joint quantum state cannot be expressed as a tensor
product of individual subsystem states. The Bell
states — such as [@%) = (|00) + |11) )AN2 — are
maximally entangled two-qubit states exhibiting
correlations that violate Bell's inequalities [5].
Entanglement is a computational resource exploited
in quantum teleportation, superdense coding, and
critically in the E91 quantum key distribution
protocol.
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3.3 QUANTUM GATES AND CIRCUIT MODEL

Quantum computations are expressed as sequences
of unitary operators — quantum gates — applied to
qubit registers. Single-qubit gates include the
Hadamard gate H, Pauli X/Y/Z gates, and
parameterized rotation gates. The CNOT gate is the
prototypical two-qubit entangling gate. Universal
quantum gate sets such as {H, T, CNOT} can
approximate any unitary transformation to arbitrary
precision, as guaranteed by the Solovay-Kitaev
theorem [10]. Circuit-level quantum programming
has been further advanced through open quantum
assembly language specifications [26].

4. QUANTUM THREATS TO
CLASSICAL ENCRYPTION

The cryptographic threat from quantum computing
varies substantially depending on the type of
cryptographic primitive under consideration. Public-
key cryptosystems that derive security from the
computational  hardness of  number-theoretic
problems  face complete and catastrophic
compromise from Shor's algorithm. Symmetric
encryption systems and hash functions face a more
moderate quadratic weakening from Grover's
algorithm, but this can be compensated through key
length doubling [43][38].

A critical concern is the 'harvest now, decrypt later'
(HNDL) attack model, in which a sophisticated
adversary intercepts and stores encrypted classical
communications with the intention of decrypting
them retrospectively once a cryptographically
capable quantum computer becomes available. The
long shelf life of sensitive data in governmental,
intelligence, medical, and financial domains means
that data encrypted today under RSA-2048 or
ECDSA is at risk even if a cryptographically relevant
quantum computer remains a decade away [38]. The
evolving landscape of cybercrime — increasingly
targeting networked and digital payment systems —
makes this threat timeline particularly acute for
economies undergoing rapid digital transformation
[29].

5. SHOR'S ALGORITHM AND

CRYPTOGRAPHIC IMPACT

Shor's algorithm, originally published by Peter Shor
in 1994 [6], provides a polynomial-time quantum
algorithm for the integer factorization problem,
which is the computational foundation of RSA
security. The algorithm is also applicable to the
discrete logarithm problem and the -elliptic-curve
discrete logarithm problem, collectively undermining
RSA, Diffie-Hellman, and all elliptic-curve
cryptographic variants [10]. The computational

complexity of Shor's algorithm is O((log N)?)
quantum gate operations for factoring an N-bit
integer.

The algorithm's structure is a hybrid of quantum and
classical components. The quantum subroutine
performs period finding via the quantum Fourier
transform (QFT), extracting the period r of f(x) = a
mod N with high probability. Executing Shor's
algorithm at the scale necessary to factor RSA-2048
is estimated to require thousands of logical, error-
corrected qubits and millions of physical qubits —
well beyond any hardware available in 2019-2020
[40]. Nevertheless, the algorithm's theoretical
existence mandates migration: the mathematical
security of RSA and ECC is irrecoverable under
quantum attack, regardless of key length scaling.

The cryptographic implications are wide-ranging. All
TLS handshakes using RSA or ECDHE key
exchange become insecure retroactively under
HNDL attacks. A 2019 analysis by the Dutch
National ~ Communications  Security  Agency
estimated that migration of the entire Dutch
government's cryptographic infrastructure would
require seven to fifteen years — a timeline that must
begin immediately [38]. The factorization of a 768-
bit RSA modulus by classical means in 2010 [16]
demonstrated the practical advance of cryptanalysis
even before quantum acceleration.

6. GROVER'S ALGORITHM AND
SEARCH COMPLEXITY

Grover's algorithm, developed by Lov Grover in
1996 [7], provides a quantum algorithm for searching
an unstructured database of N entries in O(\/N) oracle
queries — a quadratic improvement over the
classical O(N) lower bound. A brute-force key search
over a 2" keyspace, requiring O(2") queries
classically, requires only O(2"(n/2)) queries
quantum-mechanically. This effectively halves the
security level of any symmetric-key system in terms
of bit security.

For AES-128, this reduction implies an effective
security level of approximately 64 bits against a
quantum adversary — below the 80-bit threshold
generally considered the minimum acceptable
security level. AES-256, with an effective quantum
security of approximately 128 bits, remains within
acceptable  bounds, which is why NIST
recommended transitioning from AES-128 to AES-
256 as a near-term mitigation [43]. SHA-256 hash
functions face a similar quadratic weakening,
motivating adoption of SHA-512 or SHA-3-512 for
long-term security contexts. The role of hash-based
mechanisms in securing cloud-stored data has been
highlighted in recent applied security research [36].
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7. QUANTUM KEY
DISTRIBUTION (QKD)

Quantum Key Distribution provides a mechanism for
two parties to establish a shared cryptographic key
with security guaranteed by the laws of quantum
physics rather than computational assumptions. The
fundamental principle exploited by QKD is the
disturbance theorem: any attempt by an eavesdropper
to measure a quantum state in transit necessarily
alters that state in a statistically detectable manner,
due to the irreversibility of quantum measurement
and the no-cloning theorem [13].

A complete QKD system involves not only the
quantum channel — typically an optical fiber or free-
space link — but also an authenticated classical
channel over which Alice and Bob perform basis
reconciliation, error estimation, error correction, and
privacy amplification to distill a secure final key. The
security of QKD has been formally proven under
information-theoretic assumptions, establishing that
the final key is secure against any adversary —
including a computationally unbounded quantum
adversary — provided the quantum channel's error
rate remains below a protocol-specific threshold [8].

By 2019, QKD had advanced from purely laboratory
demonstrations to operational deployments. China's
Micius satellite demonstrated satellite-to-ground
QKD over distances exceeding 1,200 km, enabling
entanglement-based key distribution between ground
stations 7,600 km apart [27]. These developments
confirmed the technical feasibility of QKD at
operational scale while clearly delineating the
remaining engineering challenges — particularly
photon loss over long fiber distances and the absence
of a practical quantum repeater.

8. BB84 PROTOCOL

The BB84 protocol, introduced by Charles Bennett
and Gilles Brassard in 1984 [4], is the founding
protocol of quantum cryptography and remains the
most widely implemented QKD scheme. Its security
rests on the quantum mechanical impossibility of
distinguishing between two non-orthogonal quantum
states without disturbing the original state. The
protocol encodes key bits in the polarization states of
individual photons using two conjugate measurement
bases: the rectilinear basis {|0°[1, |90°[]} and the
diagonal basis {|45°[], |[135°[}.

The protocol proceeds in four stages: quantum
transmission, basis reconciliation, error estimation,
and privacy amplification. Alice and Bob retain only

those bits for which their bases coincide —
approximately 50% of the transmission — forming
the sifted key. If the quantum bit error rate (QBER)
falls below approximately 11%, they proceed to
privacy amplification to distill a provably secure
final key. Decoy-state BB84 had by 2019 become the
standard practical implementation, enabling secure
QKD over standard telecom fiber at distances up to
421 km [24]. A rigorous security analysis of the
decoy method for finite key lengths was provided by
Hayashi and Nakayama [18].

9. E91 QUANTUM
CRYPTOGRAPHIC PROTOCOL

The E91 protocol, proposed by Artur Ekert in 1991
[5], employs entangled photon pairs as its quantum
resource rather than individual qubits prepared in
known states. A source generates pairs of photons in
the maximally entangled Bell state |®*) = (]00) +
|110)2 and distributes one photon from each pair
to Alice and the other to Bob. A violation of the
CHSH Bell inequality certifies the quantum
entanglement of the photon pairs and demonstrates
that no eavesdropper could have obtained meaningful
information.

The key conceptual advantage of E91 is its potential
for device-independent quantum cryptography
(DIQKD), in which the security guarantee derives
from the observed Bell inequality violation alone,
independent of the internal workings of the
measurement devices. However, full DIQKD
remained experimentally out of reach for practical
systems in 2019-2020 [44]. The Micius satellite's
demonstration of entanglement-based QKD between
ground stations in China and Austria validated E91's
operational viability at intercontinental scales while
highlighting the engineering requirements for its
broader deployment [27].

10. POST-QUANTUM

CRYPTOGRAPHY (PQC)
Post-quantum cryptography encompasses
cryptographic  algorithms designed to execute

efficiently on classical computers while providing
security against both classical and quantum
adversaries. The theoretical basis of PQC rests on
identifying computational problems believed to
remain intractable even for polynomial-time quantum
algorithms. The current candidate problem families
— shortest vector in lattices, decoding random linear
codes, solving systems of multivariate polynomial
equations, and the security of collision-resistant hash
functions — have been studied for decades and are
not known to yield polynomial-time quantum
algorithms [25].
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The NIST PQC standardization process, initiated in
December 2016 with 82 initial submissions, entered
its second round in January 2019 with 26 candidate
algorithms across the categories of key encapsulation
mechanisms (KEMs) and digital signature schemes.
The selection criteria balanced security against a
quantum adversary, computational performance on
diverse hardware platforms, key and ciphertext sizes,
and resistance to side-channel attacks. By mid-2020,
the process had advanced toward Round 3, with a
subset of finalists emerging from the Round 2
evaluation [43].

11. LATTICE-BASED
CRYPTOGRAPHY

Lattice-based cryptography is widely regarded as the
most promising PQC family, offering the best
combination of security confidence, performance,
and versatility. The underlying hard problems are the
Shortest Vector Problem (SVP) and its variants —
the Learning With Errors (LWE) problem and its
structured variants Ring-LWE (RLWE) and Module-
LWE (MLWE). These problems have been subjected
to rigorous theoretical analysis, including worst-case
to average-case reductions that tie the hardness of
random lattice instances to the presumed hardness of
the worst-case SVP [11].

Among the NIST Round 2 lattice-based candidates,
CRYSTALS-Kyber (KEM) and CRYSTALS-
Dilithium (signature) attracted strong community
confidence by 2019-2020 due to their clean
mathematical foundations, efficient implementation
on standard hardware, and favorable key and
ciphertext sizes. NTRU, one of the oldest lattice-
based schemes dating to 1998, offered excellent
performance characteristics and small ciphertexts
[31]. Authenticated key exchange from ideal lattices
was formally analyzed and demonstrated feasible
under standard hardness assumptions [20].

12. HASH-BASED
CRYPTOGRAPHY

Hash-based digital signature schemes are the most
conservatively secure PQC family, requiring only the
collision resistance and second-preimage resistance
of an underlying hash function as their security
assumption [32]. The XMSS (eXtended Merkle
Signature Scheme) and its multi-tree variant XMSS-
MT represent the state of standardization art, having
been specified in RFC 8391 in May 2018 — making
them the first formally standardized post-quantum
signature schemes.

The practical limitation of hash-based signatures is
their statefulness: the signer must maintain and
update a state variable that tracks which one-time
keys have been consumed, as reusing a Lamport key
pair  catastrophically = compromises  security.
SPHINCS+, a stateless hash-based signature scheme
in NIST Round 2, addressed this by accepting larger
signature sizes (850 KB) in exchange for
eliminating the state requirement, making it more
suitable for general deployment [32]. The importance
of robust hash-based integrity mechanisms in
securing modern storage systems — including cloud
environments — has been underscored in applied
security research [36].

13. CODE-BASED

CRYPTOGRAPHY

Code-based  cryptography, founded on the
computational hardness of decoding a random linear
code, represents the oldest post-quantum
cryptographic system with an unbroken security
history. McEliece's 1978 public-key encryption
scheme has resisted all classical and quantum
cryptanalytic attacks for over forty years — a
remarkable security track record unmatched by any
other PQC family [14]. The fundamental obstacle to
widespread adoption is its impractically large public
key — approximately 500 kilobytes to 1 megabyte
for parameters targeting 128-bit post-quantum
security.

Classic McEliece maintained this large key size
while benefiting from the long security history.
Alternative code families — including quasi-cyclic
medium-density parity-check (QC-MDPC) codes,
explored through submissions such as BIKE — can
reduce key sizes to a few kilobytes, but at the cost of
somewhat less conservative security analysis [14].
By 2019-2020, code-based KEMs were recognized
as a valuable diversification component of the PQC
portfolio, particularly given their security longevity.

14. MULTIVARIATE
CRYPTOGRAPHY

Multivariate cryptography bases its security on the
NP-hardness of solving systems of multivariate
polynomial equations over finite fields — the
Multivariate Quadratic (MQ) problem [12]. The
advantages of multivariate signature schemes include
extremely compact signature sizes (32—66 bytes for
most schemes), very fast signature generation and
verification, and no large public key infrastructure
changes required. The NIST Round 2 candidates
Rainbow and GeMSS  demonstrated these
performance advantages.

Cyber Times International Journal of Technology & Management 5
Vol. 13 Issue 02, April 2020 — September 2020. Copyright © [Cyber Times]



The primary limitation is the larger public key size
compared to lattice-based schemes, and a more
complex security analysis history marked by multiple
algebraic cryptanalytic advances — including
Kipnis-Shamir attacks, Grobner basis attacks, and
differential attacks — that have required iterative
parameter adjustments. A comprehensive survey of
post-quantum public-key signature schemes across
all families [42] concluded that multivariate schemes
offer the smallest signature footprint but carry greater
cryptanalytic risk than lattice-based counterparts.

15. NIST PQC
STANDARDIZATION EFFORTS
(2019-2020 PERSPECTIVE)

The NIST Post-Quantum Cryptography
Standardization Project represents the most
consequential global cryptographic standardization
effort since the AES competition of 1997-2001.
Initiated in December 2016 following NIST Internal
Report 7977, the process received 82 complete
submissions from international teams spanning
academia, industry, and government research
institutions. Following a public review period, 26
algorithms advanced to Round 2 in January 2019
[43].

The Round 2 portfolio encompassed all major PQC
algorithmic families: nine lattice-based candidates,
four code-based candidates, three multivariate
candidates, one isogeny-based KEM (SIKE), and two
hash-based  signature  schemes  (SPHINCSH,
PICNIC). A notable development during the 2019-
2020 evaluation period was the cryptanalysis of
several candidates — including qTESLA's
withdrawal and the identification of a rank attack
against LUOV — underscoring the inherent risk of
standardizing computationally novel schemes
without decades of accumulated security analysis
[43]. The ETSI quantum-safe cryptography
framework [22] had outlined the architectural
requirements for such a standardization pathway half
a decade earlier.

16. SECURITY CHALLENGES
AND HARDWARE
LIMITATIONS

The transition to quantum-safe cryptography presents
implementation  challenges extending beyond
algorithmic  design.  Side-channel attacks —
exploiting physical information leakage such as
power consumption, electromagnetic emissions, and
computation timing — affect PQC implementations
acutely. Lattice-based schemes implemented in

software are vulnerable to cache-timing attacks
through branch-dependent memory access patterns in

polynomial arithmetic; constant-time
implementations are necessary but impose
performance penalties [33].

Google's Sycamore  processor,  with 53

superconducting transmon qubits and approximately
0.1-1% two-qubit gate error rates, demonstrated
quantum computational advantage for a sampling
task — but executing Shor's algorithm at RSA-2048
scale requires millions of physical qubits with current
error rates [41]. IBM's publicly accessible quantum
systems reached 53 qubits in late 2019 with
coherence times of 100-300 microseconds —
providing a valuable research platform but far from
cryptanalytically capable at relevant problem scales
[40]. D-Wave's annealing systems remained relevant
to the discussion as potential accelerators for certain

lattice  reduction  algorithms [19].  Security
frameworks  protecting networked and IoT
infrastructure — which will increasingly rely on

these quantum-safe algorithms — must be updated in
parallel with the cryptographic transition [35].

Table 1: Classical Cryptography vs. Quantum
Cryptography — Comprehensive Attribute

Comparison
. Classical Quantum
guibis Cryptography Cryptography
Laws of quantum
Computational mechanics (no-
Security Basis intractability cloning,
(factoring, DLP) measurement
disturbance)
RSA, DH, ECDH QKD protocols
(BB84, E91) —
Key Exchange | — vulnerable to . .
, . information-
Shor's algorithm .
theoretically secure
AES-128/256; QKD distributes
Symmetric weakened by symmetric keys;
Cipher Grover (key immune to quantum
halving) attacks
Digital signatures Quantum digital
Authentication | (RSA, ECDSA); signatures in early
quantum-breakable research stage
Photon sources,
Hardware Standard CPUs, single-photon
Need GPUs, HSMs detectors, QKD
nodes
Limited metro
Deployment | Globally deployed deployments;
Maturity at scale satellite QKD
(China, 2019)
. Constrained by
Scalability H1gh1y. scalable photon loss and
over internet .
channel distance
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17. COMPARATIVE ANALYSIS
OF CLASSICAL VS. QUANTUM
SECURITY

A meaningful comparison between classical and
quantum-era security requires evaluating security
across three dimensions: the mathematical hardness
assumptions underlying each cryptographic scheme,
the practical performance characteristics relevant to
deployment at scale, and the resilience of each
approach against attack classes specific to the
quantum era.

From a theoretical security standpoint, classical
public-key cryptography and quantum-era systems
are incommensurable: RSA-2048 and ECDSA P-
256, which provide approximately 112—128 bits of
classical security, offer zero security against a
quantum adversary running Shor's algorithm. This is
not a quantitative weakening but a categorical
structural break — the mathematical problems on
which these schemes rely become tractable. By
contrast, PQC schemes based on LWE, code
decoding, or hash function security maintain security
levels of 128-256 bits against quantum adversaries,
and QKD provides unconditional information-
theoretic security [43].

In terms of performance, CRYSTALS-Kyber offers
competitive key encapsulation performance within a
factor of two of ECDH in computational operations,
but with public key and ciphertext sizes
approximately twenty to forty times larger than
ECDH P-256. These performance gaps, while
manageable in high-bandwidth environments, remain
a significant concern for IoT, embedded systems, and

cryptographic protections as these devices extend
their operational lifetimes into the post-quantum era.

18. APPLICATIONS IN
CYBERSECURITY

18.1 SECURE COMMUNICATIONS AND
NETWORK SECURITY

TLS 1.3 will require hybridization with PQC key
exchange algorithms to protect forward secrecy
against HNDL attacks. Hybrid key exchange
schemes combining classical ECDHE with a lattice-
based KEM such as CRYSTALS-Kyber were under
active experimental integration in TLS libraries
including BoringSSL (Google) and s2n (Amazon)
during 2019-2020, providing a migration path that
maintained backward compatibility while adding
quantum resistance [33]. Attacks on web server and
network infrastructure — including volumetric
DDoS campaigns [35] — represent the operational
context into which quantum-safe cryptographic
protections must be deployed.

18.2 CRITICAL INFRASTRUCTURE AND
LONG-TERM DATA PROTECTION

The sectors with the most acute need for PQC
migration are those handling long-term sensitive
data: national intelligence agencies, government
ministries, central banking systems, healthcare
records, and nuclear facility control systems.
Consensus recommendations during 2019-2020
called for immediate crypto-agility implementation
— designing systems to support algorithmic updates
without architectural overhaul [38]. The digital
transformation of public services, including mobile
banking and e-governance systems, introduces
additional cryptographic attack surfaces requiring
quantum-resistant protection [29].

18.3 FINANCIAL SYSTEMS AND

BLOCKCHAIN
Financial services infrastructure relies heavily on
RSA and ECDSA digital signatures for transaction
authentication and non-repudiation. Blockchain and
cryptocurrency systems, which embed public keys
and digital signatures immutably in ledger records,
face a particularly acute migration challenge: legacy
addresses protected by ECDSA become quantum-
vulnerable retroactively, and blockchain protocol-
level changes require consensus across distributed
networks [37].

certificate-chain-intensive applications [33]. The
security of IoT networks — already under threat 18.4 QKD METROPOLITAN NETWORK
from a proliferating landscape of DDoS and network- DEPLOYMENTS
layer attacks [35] — will require quantum-safe Operationally deployed QKD systems in 2019-2020
included the Tokyo QKD metropolitan network, the
Cyber Times International Journal of Technology & Management 8
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Secoqc  network in  Vienna, and multiple
demonstration networks in China — including the
Beijing-Shanghai trunk line spanning 2,000 km using
trusted relay nodes. Key exchange rates achieved in
deployed fiber QKD systems ranged from tens of
kilobits per second at 50 km to a few kilobits per
second at 200-300 km [24]. Complementary privacy-
preserving data security techniques for cloud service
environments [28] will need to be updated to
incorporate QKD-derived keys as metropolitan QKD
networks expand.

19. FUTURE RESEARCH
DIRECTIONS (2019-2020
PERSPECTIVE)

The completion of NIST's PQC standardization and
the subsequent standardization of hybrid classical-
PQC protocol suites for TLS, SSH, and S/MIME
represented the most immediately actionable near-
term agenda items. The engineering community
anticipated that the NIST process would produce one
or two primary standards (most likely lattice-based)
supplemented by one or two diversification standards
from alternative families, with final documents
expected in 20222024 [43].

In the QKD domain, the development of practical
quantum repeaters was identified as the most critical
long-term enabling technology. True quantum
repeaters, based on quantum error correction and
quantum memory, would enable end-to-end QKD
over arbitrarily long distances without trusted relays.
By 2020, multi-mode quantum memories with
storage times of hundreds of milliseconds had been
demonstrated in atomic ensemble  systems,
representing progress toward this goal without yet
achieving the fidelity and efficiency thresholds
required for practical repeater deployment [27].

Device-independent quantum cryptography and the
use of machine learning for quantum state
tomography, quantum error correction decoding, and
adaptive quantum circuit optimization were
identified as emerging research frontiers. Neural
network-based power analysis attacks demonstrating
effectiveness  against  lattice-based  signature
implementations highlighted the dual challenge of
defending PQC implementations against ML-assisted
side-channel attacks [33]. The broader challenge of
securing digital infrastructure against a quantum-
capable adversary is inseparable from the parallel
challenge of combating the evolving cybercrime
ecosystem [28] that will exploit quantum capabilities
as they become accessible.

20. CONCLUSION

This comprehensive research review has surveyed
the field of quantum cryptography and post-quantum
security mechanisms through the lens of 2019-2020
literature and developments. The analysis has
established that the quantum threat to classical
public-key cryptography is theoretically decisive:
Shor's algorithm renders RSA, Diffie-Hellman, and
elliptic-curve cryptography computationally insecure
in the presence of a fault-tolerant quantum computer,
while Grover's algorithm mandates key doubling for
symmetric schemes. Google's quantum supremacy
demonstration with the Sycamore processor in
October 2019 marked a symbolic threshold that
accelerated expert assessment of threat timelines.

The two complementary responses — quantum
cryptography through QKD and post-quantum
cryptography through new mathematical primitives
— both showed substantial maturation during this
period. QKD deployments scaled from laboratory
demonstrations to metropolitan and satellite-
mediated intercontinental networks. The NIST PQC
standardization process narrowed its Round 2
portfolio of 26 candidates through rigorous
community cryptanalysis, with lattice-based schemes
— particularly the CRYSTALS family — emerging
as the leading candidates for standardization.

Collectively, the evidence of 2019-2020 supports a
clear conclusion: the transition to quantum-resistant
cryptographic infrastructure is not a speculative
future concern but a present engineering and policy
priority. Migration to PQC algorithms and the
expansion of QKD deployments must proceed in
parallel,  implemented through  crypto-agile
architectural frameworks that support ongoing
algorithmic transitions as the threat landscape and
standardization process evolve.

REFERENCES

[1] C. E. Shannon, "Communication theory of
secrecy systems," Bell System Technical Journal,
vol. 28, no. 4, pp. 656-715, Oct. 1949.

[2] W. Diffie and M. E. Hellman, "New directions in
cryptography,” IEEE Transactions on Information
Theory, vol. 22, no. 6, pp. 644-654, Nov. 1976.

[3] R. L. Rivest, A. Shamir, and L. Adleman, "A
method for obtaining digital signatures and public-
key cryptosystems," Communications of the ACM,
vol. 21, no. 2, pp. 120-126, Feb. 1978.

[4] C. H. Bennett and G. Brassard, "Quantum
cryptography: Public key distribution and coin
tossing," Theoretical Computer Science, vol. 560, no.
1, pp. 7-11, Dec. 2014 (reprinted from original 1984
proceedings).

Cyber Times International Journal of Technology & Management 9
Vol. 13 Issue 02, April 2020 — September 2020. Copyright © [Cyber Times]



[5] A. K. Ekert, "Quantum cryptography based on
Bell's theorem," Physical Review Letters, vol. 67, no.
6, pp. 661663, Aug. 1991.

[6] P. W. Shor, "Algorithms for quantum
computation: Discrete logarithms and factoring," in
Proceedings of the 35th Annual IEEE Symposium on
Foundations of Computer Science, pp. 124-134,
1994.

[7] L. K. Grover, "A fast quantum mechanical
algorithm for database search," in Proceedings of the
28th Annual ACM Symposium on Theory of
Computing, pp. 212-219, 1996.

[8] D. Mayers, "Unconditional security in quantum
cryptography," Journal of the ACM, vol. 48, no. 3,
pp- 351-406, May 2001.

[9] N. Gisin, G. Ribordy, W. Tittel, and H. Zbinden,
"Quantum cryptography," Reviews of Modern
Physics, vol. 74, no. 1, pp. 145-195, Jan. 2002.

[10] M. A. Nielsen and I. L. Chuang, Quantum
Computation and Quantum Information, 10th
anniversary ed. Cambridge, UK: Cambridge
University Press, 2010.

[11] D. Micciancio and O. Regev, "Lattice-based
cryptography," in Post-Quantum Cryptography, D. J.
Bernstein et al., Eds. Berlin, Germany: Springer,
2009, pp. 147-191.

[12] J. Ding and B.-Y. Yang, "Multivariate public
key cryptography," in Post-Quantum Cryptography.
Berlin, Germany: Springer, 2009, pp. 193-241.

[13] V. Scarani et al., "The security of practical
quantum key distribution," Reviews of Modern
Physics, vol. 81, no. 3, pp. 1301-1350, Sep. 2009.

[14] T. Sendrier, "Code-based cryptography," in
Encyclopedia of Cryptography and Security. Berlin,
Germany: Springer, 2011.

[15] A. G. Fowler et al., "Surface codes: Towards
practical large-scale quantum computation," Physical
Review A, vol. 86, no. 3, p. 032324, Sep. 2012.

[16] T. Kleinjung et al., "Factorization of a 768-bit
RSA modulus," in Advances in Cryptology —
CRYPTO 2010, Lecture Notes in Computer Science,
vol. 6223. Berlin, Germany: Springer, 2010, pp. 333—
350.

[17] R. Alleaume et al., "Using quantum key
distribution for cryptographic purposes: A survey,"
Theoretical Computer Science, vol. 560, no. 1, pp.
62-81, Dec. 2014.

[18] M. Hayashi and R. Nakayama, "Security
analysis of the decoy method with the Bennett-
Brassard 1984 protocol for finite key lengths," New
Journal of Physics, vol. 16, no. 6, p. 063009, Jun.
2014.

[19] T. F. Rennow et al., "Defining and detecting
quantum speedup," Science, vol. 345, no. 6195, pp.
420-424, Jul. 2014.

[20] J. Zhang et al., "Authenticated key exchange
from ideal lattices," in Advances in Cryptology —

EUROCRYPT 2015, Lecture Notes in Computer
Science, vol. 9057. Berlin, Germany: Springer, 2015,
pp. 719-751.

[21] D. Unruh, "Revocable quantum timed-release
encryption," Journal of the ACM, vol. 62, no. 6, p.
49, Dec. 2015.

[22] P. Campagna et al, "Quantum safe
cryptography and security: An introduction, benefits,
enablers and challenges," ETSI White Paper No. 8,
Sophia Antipolis, France, Jun. 2015.

[23] C. Pacher et al.,, "Attacks on quantum key
distribution  protocols that employ non-ITS
authentication,” Quantum Information Processing,
vol. 15, no. 1, pp. 327-362, Jan. 2016.

[24] H.-L. Yin et al, "Measurement-device-
independent quantum key distribution over a 404 km
optical fiber," Physical Review Letters, vol. 117, no.
19, p. 190501, Nov. 2016.

[25] D. J. Bernstein and T. Lange, "Post-quantum
cryptography,” Nature, vol. 549, no. 7671, pp. 188—
194, Sep. 2017.

[26] A. Cross et al., "Open quantum assembly
language," arXiv preprint arXiv:1707.03429, 2017.
[27] S. K. Liao et al., "Satellite-to-ground quantum
key distribution," Nature, vol. 549, no. 7670, pp. 43—
47, Sep. 2017.

[28] R. S. Mohanta, "Evolution and shift in trend of
cyber crime: An overview," Cyber Times
International Journal of Technology & Management,
vol. 10, no. 2, pp. 1-6, 2017. Available:
https://journal.cybertimes.in/?q=Vol10 B P1

[29] R. P. Lokare and J. Maske, "Cyber security: A
boon to success Digital India," Cyber Times
International Journal of Technology & Management,
vol. 10, no. 2, pp. 1-7, 2017. Available:
https://journal.cybertimes.in/?q=Vol10 B P2

[30] A. Acin et al., "The quantum technologies
roadmap: A European community view," New
Journal of Physics, vol. 20, no. 8, p. 080201, Aug.
2018.

[31] D. J. Bernstein et al., "NTRU Prime: Reducing
attack surface at low cost," in Selected Areas in
Cryptography — SAC 2017, Lecture Notes in
Computer Science, vol. 10719. Cham, Switzerland:
Springer, 2018, pp. 235-260.

[32] A. Hulsing et al., "XMSS: eXtended Merkle
Signature Scheme," RFC 8391, IETF, May 2018.

[33] M. Mosca, "Cybersecurity in an era with
quantum computers: Will we be ready?" IEEE
Security & Privacy, vol. 16, no. 5, pp. 3841, Sep.
2018.

[34] S. Wehner, D. Elkouss, and R. Hanson,
"Quantum internet: A vision for the road ahead,”
Science, vol. 362, no. 6412, p. eaam9288, Oct. 2018.
[35] R. Bansode, "Mitigation of the risk factor on
Apache web server from DDoS attack," Cyber Times
International Journal of Technology & Management,

Cyber Times International Journal of Technology & Management 10
Vol. 13 Issue 02, April 2020 — September 2020. Copyright © [Cyber Times]



vol. 11, no. 2, pp. 1-5, 2018. Available:
https://journal.cybertimes.in/?q=Volll_B_ P4

[36] S. D. Ghule, "Importance of hash value in
security of cloud storage," Cyber Times International
Journal of Technology & Management, vol. 11, no.
2, pp- 1-6, 2018. Available:
https://journal.cybertimes.in/?q=Voll1_B P6

[37] N. Bindel et al., "Hybrid key encapsulation
mechanisms and authenticated key exchange,”" in
Proceedings of the 2nd NIST Post-Quantum
Cryptography Standardization Conference, 2019.

[38] European Union Agency for Cybersecurity
(ENISA), "ENISA Report: Post-Quantum
Cryptography:  Current State and Quantum
Mitigation," ENISA, Athens, Greece, 2019.

[39] O. Garcia-Morchon, S. Kumar, and M. Sethi,
"Internet of Things (IoT) security: State of the art and
challenges," RFC 8576, IETF, Apr. 2019.

[40] J. Preskill, "Quantum computing in the NISQ
era and beyond," Quantum, vol. 2, p. 79, Aug. 2018.
[41] F. Arute et al., "Quantum supremacy using a

programmable superconducting processor," Nature,
vol. 574, no. 7779, pp. 505-510, Oct. 2019.

[42] S. Bae, H. Kim, and H. J. Oh, "A survey on
post-quantum  public-key  signature  schemes,"
Applied Sciences, vol. 10, no. 3, p. 1079, Feb. 2020.
[43] National Institute of Standards and Technology,
"Status report on the second round of the NIST post-
quantum cryptography standardization process,"
NISTIR 8309, U.S. Department of Commerce,
Washington, DC, Jul. 2020.

[44] S. Pirandola et al., "Advances in quantum

cryptography,” Advances in Optics and Photonics,
vol. 12, no. 4, pp. 1012—1236, Dec. 2020.

Cyber Times International Journal of Technology & Management 11
Vol. 13 Issue 02, April 2020 — September 2020. Copyright © [Cyber Times]



