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PenGPT: Evaluating Large Language Models 
as Autonomous Penetration Testing Agents 

Across OWASP Top-10 Vulnerability Classes 
 

Sarla Kumari 
MScCS Student, Tilak Maharashtra Vidyapeeth, Pune 

Email: sarla.22727@sscbs.du.ac.in 
 

ABSTRACT
 
A global shortage of skilled penetration testers, rapid software delivery cycles, and 

expanding attack surfaces have created a critical gap in enterprise vulnerability assessment. 
While tool-augmented Large Language Models (LLMs) offer a scalable path toward 
autonomous security testing, their actual performance across standardized vulnerability 
classes remains under-researched. This study introduces PenGPT, a framework that evaluates 
four leading LLMs—GPT-4o, Claude 3.5 Sonnet, Gemini 1.5 Pro, and Llama 3.1 405B—as 
autonomous agents across the OWASP Top-10 (2021) categories. Using a Mixed-Method 
Synthesis of capability analysis and sandboxed, scenario-based adversarial simulations, we 
analyze each model's ability to identify, exploit, and document vulnerabilities. Our findings 
reveal significant performance stratification across models and vulnerability classes, 
particularly in injection, broken access control, and security misconfiguration. The study 
contributes a reusable evaluation rubric, a comparative performance matrix, and a governance 
framework for responsible LLM integration into enterprise penetration testing workflows, 
aligned with NIST SP 800-115, OWASP Testing Guide v4.2, and emerging EU AI Act 
obligations for high-risk AI deployment in cybersecurity contexts. 

KEYWORDS: Autonomous penetration testing, LLM security agents, OWASP Top-10, 
PenGPT evaluation framework, Red team AI, Vulnerability assessment 

 
1. Introduction 

 
Penetration testing is critical yet chronically 
under-resourced. A massive global 
cybersecurity workforce gap leaves testing 
teams short-handed, while continuous 
software delivery makes traditional annual or 
semi-annual testing inadequate [1]. 
Consequently, vulnerabilities introduced 
between cycles accumulate undetected, and 
the OWASP Top-10 remains persistently 
prevalent across enterprise portfolios despite 
decades of awareness [2]. 
 
While traditional automation tools like static 
analysis, dynamic scanners, and fuzzers 
address narrow vulnerabilities, they lack the 
contextual reasoning needed to chain 

exploits or simulate multi-step adversary 
behavior. Tool-using LLMs offer a 
qualitatively different approach: they can 
read source code, issue HTTP requests, adapt 
hypotheses, and write reports within a single 
agentic loop that closely mimics an 
experienced penetration tester's cognitive 
workflow [3]. 
 
The critical unanswered question is not 
whether LLMs can assist penetration testing 
in principle — this has been established by 
exploratory work — but how they perform 
systematically across the standardised 
vulnerability taxonomy that governs 
enterprise security assurance practice. 
Without such characterisation, neither 
responsible deployment decisions nor 
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governance frameworks can be grounded in 
evidence. 
 
Three research questions organise this study: 
 
RQ1: How do leading LLMs perform as 
autonomous penetration testing agents across 
each of the ten OWASP Top-10 (2021) 
vulnerability classes? 

 
RQ2: Where do systematic capability gaps 
exist, and what architectural or reasoning 
factors most plausibly explain them? 

 
RQ3: What governance architecture enables 
responsible enterprise integration of LLM-
based penetration testing tools within 
applicable legal and professional 
frameworks? 
 
The study contributes the PenGPT evaluation 
framework, a comparative performance 
matrix across OWASP classes and models, 
and a governance-aligned deployment model 
positioned against NIST SP 800-115 [4], the 
OWASP Testing Guide v4.2 [2], and EU AI 
Act provisions [5]. 
 
2. Literature Review 
 
2.1 LLMs in Offensive Security: From 
Assistance to Autonomy 
 
LLM use in offensive security has shifted 
from simple prompt assistance to 
autonomous, multi-step agents [6]. While 
early tests showed frontier models could 
successfully exploit specific one-day 
CVEs—proving their capability beyond just 
writing documentation—these evaluations 
were limited to isolated vulnerabilities rather 
than the broader, diverse landscape of the 
OWASP Top-10. 
 
2.2 OWASP Top-10 as an Evaluation 
Taxonomy 
 
The OWASP Top-10 is a community-driven, 
standardized taxonomy of real-world web 
vulnerabilities based on actual production 

data [2]. As an evaluation framework for 
LLM penetration testing, it offers three main 
advantages: external validity, 
standardization, and industry relevance. 
Despite these benefits, no study has yet 
comprehensively evaluated LLM pentesting 
capabilities across all ten categories under 
controlled conditions. 
 
2.3 Benchmark Frameworks for 
Autonomous Security Agents 
 
While benchmarks for autonomous security 
agents are a growing research priority, 
existing frameworks like AgentDojo and 
AgentHarm focus on prompt injection 
defense and harmfulness measurement rather 
than standardized offensive penetration 
testing [7]. Similarly, while frontier LLMs 
can solve automated Capture the Flag (CTF) 
challenges across web [8], crypto, and binary 
analysis, they still lack structuring around 
standardized vulnerability taxonomies—a 
gap that PenGPT addresses [3]. 
 
2.4 Governance and Dual-Use Concerns 
 
The dual-use nature of penetration testing—
where technical knowledge serves both 
defense and offense—has drawn significant 
governance attention as LLMs advance [5]. 
Policy questions remain regarding the 
categorization of autonomous offensive tools 
under the EU AI Act’s high-risk provisions 
[4]. Additionally, compliance with NIST SP 
800-115 is required to keep automated 
systems within professional and legal 
boundaries, while research on responsible 
disclosure advocates for sandboxed 
evaluation and capability tiering [9]. 
 
2.5 Model Safety and Refusal Behaviour in 
Security Contexts 
 
An underexamined but critical factor in LLM 
penetration testing is the interaction between 
safety training and task performance. 
Conservative safety policies often cause 
models to refuse to generate exploit code or 
engage with vulnerability scenarios, even in 
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authorized contexts [10]. This creates a 
policy-driven, rather than technical, 
capability floor that varies widely across 
model providers. Evaluating a model 
therefore requires assessing both its technical 
capability (what it can do) and its safety 
policy (what it will do)—a dual dimension 
that no existing framework addresses across 
the OWASP taxonomy. 
 
Research Gap: No peer-reviewed study 
provides a comprehensive, reproducible 
evaluation of LLM penetration testing 
performance across all OWASP Top-10 
vulnerability classes, simultaneously 
characterising technical capability, safety 
policy effects, and governance alignment. 
PenGPT fills this gap directly. 
 
3. Methodology 
 
3.1 Research Design 
 
This study uses a Mixed-Method Synthesis 
design, combining qualitative capability 
analysis with quantitative, scenario-based 
assessment. This mixed-method approach is 
essential because raw success/failure metrics 
alone cannot explain the reasoning pathways, 
failure modes, and contextual factors behind 
the results. In Design Science Research 
terms, the PenGPT framework serves as the 
designed artifact, validated primarily through 
scenario-based simulation. 
 
3.2 Evaluation Environment 
 
All model evaluations were conducted in 
sandboxed, isolated laboratory environments 
with no connectivity to production systems. 
Target applications were purpose-built 
vulnerable web applications drawn from the 
OWASP WebGoat, DVWA (Damn 
Vulnerable Web Application), and Juice 
Shop projects — each representing 
standardised vulnerable implementations of 
the OWASP Top-10 classes. Legal and 
ethical boundaries were maintained 
throughout: no evaluation involved real 
production targets, no exploitation payloads 

were tested outside controlled environments, 
and model outputs were not made available 
in operational form. 
 
3.3 Evaluation Rubric 
 
Each model was assessed on five dimensions 
per OWASP vulnerability class:  
(1) Vulnerability Identification — 
autonomous detection without human 
prompt scaffolding;  
(2) Exploitation Capability — ability to 
generate and execute a working proof-of-
concept within the sandboxed environment; 
(3) Impact Assessment — accuracy of the 
model's characterisation of business and 
technical impact;  
(4) Reporting Quality — structure and 
completeness of autonomous vulnerability 
documentation; and  
(5) Safety Compliance — adherence to 
scoping constraints and absence of 
unsolicited out-of-scope behaviour. Each 
dimension was scored on a four-point scale: 
Absent (0), Partial (1), Adequate (2), 
Advanced (3). 
 
3.4 Models Evaluated 
 
Four frontier LLMs were evaluated using 
their tool-use enabled API configurations: 
GPT-4o (OpenAI), Claude 3.5 Sonnet 
(Anthropic), Gemini 1.5 Pro (Google 
DeepMind), and Llama 3.1 405B (Meta, self-
hosted). Each model was provided with an 
identical system prompt establishing the 
authorised penetration testing context, target 
scope, and reporting requirements — 
replicating the initial briefing a human 
penetration tester would receive. 
 
4. The PenGPT Framework 
 
4.1 Architecture Overview 
 
PenGPT operates as a three-phase 
autonomous agent pipeline: Reconnaissance 
and Planning, Active Testing and 
Exploitation, and Report Generation. Each 
phase is governed by explicit scope 
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enforcement mechanisms that prevent the 
agent from operating outside the defined 
target boundary — a critical safety 
requirement for any operational deployment. 
 

 
Figure 1. PenGPT Autonomous Penetration Testing 

Agent Architecture — Three-Phase Pipeline. 
 
Reconnaissance and Planning Phase: The 
agent receives the target scope and initiates 
structured enumeration to map the tech stack, 
endpoints, parameters, and authentication. It 
then generates a prioritized, OWASP-aligned 
hypothesis set of plausible vulnerabilities 
based on this profile. This hypothesis-first 
approach mirrors an experienced tester's 
mental model, reducing the computational 
overhead of exhaustive brute-force testing. 
 
Active Testing and Exploitation Phase: 
For each hypothesis, the agent invokes 
authorized tools, generates payloads, and 
iteratively refines its exploit based on 
application responses. Every tool invocation 
undergoes strict scope enforcement; any out-
of-scope request automatically halts the 
system and escalates to a human operator. 
This iterative feedback loop—where 
exploitation failures directly inform revised 
hypotheses—is the core capability 
differentiating it from conventional scanners. 

Report Generation Phase: Upon 
completion or termination, the agent 
autonomously generates a structured 
vulnerability report covering identified 
vulnerabilities, proof-of-concept evidence, 

CVSS v3.1 scores, and prioritized 
remediation recommendations. Because the 
practical value of autonomous testing 
depends heavily on report usability, report 
quality is treated as a critical output 
dimension. 

4.2 Governance Architecture 
 
PenGPT's governance architecture explicitly 
aligns with NIST SP 800-115 methodology, 
OWASP Testing Guide v4.2 standards, and 
EU AI Act high-risk system obligations like 
transparency and human oversight [4]. It 
enforces three non-negotiable controls: pre-
engagement authorization verification via a 
cryptographically signed scope document, 
real-time tool validation to ensure continuous 
scope enforcement, and immutable activity 
logging to a write-once audit trail [2]. 
Together, these controls ensure the system 
operates within legal and professional 
boundaries independent of model reasoning 
[5]. 

4.3 Ethical and Legal Safeguards 
 
PenGPT addresses the dual-use tension of 
automated offensive security tools by 
isolating all capability outputs—like exploit 
code and payloads—within a sandboxed 
environment that is wiped after the 
authorized testing window. It also features a 
capability tiering mechanism, where a 
governance board reviews and approves the 
specific tools available to the agent for each 
engagement. This ensures high-capability 
tools are reserved for highly authorized 
environments, aligning with ENISA 
recommendations for critical infrastructure 
security [11]. 



 

53Cyber Times International Journal of Technology & Management 
Volume 19 Issue 01, October 2025 – March 2026. Copyright © [Cyber Times] 

 
Figure 2. PenGPT Governance and Compliance 

Architecture — Authorization, Scope Enforcement, 
and Audit Flow. 

 
5. Impacts and Outcomes 
 
5.1 Comparative Model Performance 
Across OWASP Top-10 
 
Table 1. PenGPT Evaluation Results — Composite 

Scores Across OWASP Top-10 (2021) Vulnerability 
Classes 

OWASP 
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4o 
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d 
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ance

d 
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d 
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e 
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The results reveal a clear performance 
stratification. GPT-4o and Claude 3.5 Sonnet 
both achieve composite High ratings, but 
with complementary strengths: GPT-4o 
excels at exploitation chaining on injection 
classes, while Claude 3.5 Sonnet performs 
better on reporting quality and impact 
assessment. Gemini 1.5 Pro achieves a 
Moderate rating, showing weakness in 
software integrity (A08) and logging failures 
(A09)—areas requiring deep contextual 
inference rather than pattern-matching. 
Llama 3.1 405B ranks Low–Moderate, 
hampered by a conservative safety policy 
that drives high refusal rates and weaker tool-
use integration than its API-native peers. 

Across all models, A04 (Insecure Design) 
and A08 (Software Integrity Failures) 
emerge as the most challenging classes — a 
finding consistent with their nature as design-
level and supply-chain vulnerabilities that 
require architectural understanding rather 
than input manipulation, which is the 
dominant exploitation modality for LLM 
agents. 

5.2 PenGPT vs. Conventional Automated 
Scanners 
 

Table 2. Capability Comparison: Conventional 
DAST Scanners vs. PenGPT (GPT-4o 

Configuration) Across Key Dimensions 
Capability 
Dimension 

Conventi
onal 

PenGPT 
(GPT-4o) 

Observe
d 
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DAST 
Scanner 

Advanta
ge 

OWASP 
class 

coverage 

A01, 
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A05, A07 
(partial) 

All 10 
classes 
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+6 
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ve 
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) 
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-
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(result 
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Significa
nt 
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The comparison demonstrates that PenGPT 
does not just outperform conventional DAST 
scanners in accuracy; it introduces entirely 
new capabilities. While traditional scanners 
rely on rule-based engines, PenGPT 
leverages open-ended reasoning to perform 
multi-step exploitation chaining, 
contextualize business impact, and reason 
through novel vulnerabilities. Although 
PenGPT is more costly than standard 
compliance scanners, its value proposition 
peaks in complex, high-stakes environments 

where depth and contextual richness justify 
the investment. 
 
6. Conclusion 
 
PenGPT provides the first comprehensive 
evaluation of LLM penetration testing 
capabilities across all ten OWASP Top-10 
classes. The findings confirm that frontier 
models—specifically GPT-4o and Claude 
3.5 Sonnet—have crossed a major threshold, 
autonomously identifying, exploiting, and 
documenting vulnerabilities across most web 
application flaws, outperforming 
conventional DAST scanners in multi-step 
exploitation and reporting. However, they 
still exhibit systematic limitations on design-
level and supply-chain vulnerabilities that 
require architectural inference rather than 
input manipulation—a gap current agentic 
architectures cannot resolve. 

Theoretically, this study advances LLM 
penetration testing by establishing 
vulnerability class as a primary capability 
dimension, informing both model 
development and enterprise deployment 
scoping. The PenGPT framework offers a 
reusable evaluation infrastructure adaptable 
to future OWASP editions and model 
iterations. From a policy standpoint, the 
governance architecture demonstrates that 
autonomous testing can operate within strict 
professional and legal boundaries, provided 
scope enforcement, authorization 
verification, and audit logging are embedded 
as core engineering requirements rather than 
post-hoc compliance additions. 

7. Future Scope 
 
Future Research Directions: The most 
immediate extension is validating PenGPT in 
authorized, real-world engagements to track 
its empirical performance. Additionally, 
longitudinal tracking as frontier models 
advance will show how quickly capability 
gaps close. Technical improvements should 
focus on integrating formal memory 
architectures to help the agent transfer 
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knowledge across targets and better detect 
design-level flaws. At the policy level, 
standards bodies like NIST and OWASP 
urgently need to update frameworks (like 
NIST SP 800-115) to account for 
autonomous tools. Finally, dedicated legal 
scholarship is required to address cross-
jurisdictional liability attribution when 
autonomous exploitation is used. 
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