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From Orchestration to Autonomy: A 
Comparative Evaluation of Multi-Agent LLM 

Frameworks for Enterprise Workflow 
Automation 

 
Samridhi Girdhar 

Student, University of New Brunswick, Canada 
Email: girdhar.samridhi@unb.ca 

 
ABSTRACT

 
The emergence of large language model (LLM)-based multi-agent systems has initiated a 

fundamental reconfiguration of enterprise automation paradigms. Where single-model 
pipelines once governed discrete task execution, coordinated networks of autonomous agents 
now negotiate complex, multi-step workflows across heterogeneous organisational 
environments. Yet, despite accelerating deployment across sectors including finance, 
healthcare, and logistics, the comparative capabilities, governance readiness, and scalability 
of leading multi-agent LLM frameworks remain poorly understood in rigorous scholarly terms. 
This study conducts a systematic comparative evaluation of four prominent frameworks — 
LangGraph, AutoGen, CrewAI, and OpenAI Swarm — assessing their architectures, 
orchestration mechanisms, tool-use capabilities, and alignment with enterprise governance 
standards. Employing a Design Science Research (DSR) methodology enriched by structured 
scenario-based analysis, the study proposes a tiered evaluation rubric grounded in real-world 
workflow complexity. Findings reveal significant architectural divergence between 
frameworks optimised for deterministic orchestration and those designed for emergent 
autonomy, with meaningful implications for enterprise risk posture, scalability, and regulatory 
compliance. The study contributes a reusable enterprise readiness framework for multi-agent 
LLM deployment, contextualised against OECD AI Principles, NIST AI Risk Management 
Framework (AI RMF), and emerging EU AI Act provisions. Results offer actionable guidance 
for technology leaders, policymakers, and researchers navigating agentic AI adoption at 
institutional scale. 

KEYWORDS: Agentic AI, Enterprise Automation, LLM Frameworks, Multi-Agent Systems, 
Orchestration Architecture, Workflow Intelligence 

 
1. Introduction 

Enterprise automation has undergone 
successive architectural shifts — from rule-
based expert systems to robotic process 
automation (RPA), and subsequently to 
machine learning-driven decision pipelines. 
The current transition, however, is 
qualitatively distinct. LLM-powered multi-
agent systems do not merely automate 
predefined sequences; they reason, delegate, 

negotiate, and adapt across dynamic task 
environments with minimal human 
intervention [1]. This capacity for emergent 
goal-directed behaviour marks a departure 
from orchestration — where a controller 
dispatches pre-scoped subtasks — toward 
genuine autonomy, where agents self-direct 
based on context, memory, and inter-agent 
communication. 
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The commercial appetite for such systems is 
substantial. Gartner projects that by 2028, at 
least 15% of day-to-day enterprise decisions 
will be made autonomously by AI agents, up 
from near-zero in 2024 [2]. Simultaneously, 
the proliferation of competing frameworks 
— each advancing distinct architectural 
philosophies — has created a fragmented 
landscape that enterprises navigate without 
adequate comparative evidence. 
LangGraph's stateful graph model, 
AutoGen's conversational multi-agent 
protocol, CrewAI's role-based crew 
abstraction, and OpenAI's Swarm paradigm 
each encode fundamentally different 
assumptions about agent coordination, 
memory management, and failure handling. 
 
Existing literature addresses individual 
frameworks in isolation or focuses narrowly 
on benchmark task performance [3]. Critical 
dimensions — including governance 
alignment, enterprise fault tolerance, 
auditability, and scalability under adversarial 
conditions — remain underexplored. 
Moreover, most evaluations are conducted in 
controlled laboratory settings, obscuring the 
friction points that emerge in authentic 
enterprise deployment. 

This study addresses three explicit research 
questions: 

RQ1: How do leading multi-agent LLM 
frameworks differ architecturally in their 
orchestration and autonomy mechanisms? 

RQ2: Which frameworks demonstrate 
superior performance across enterprise-
relevant workflow scenarios, and on what 
evaluative dimensions? 

RQ3: How do these frameworks align — or 
fail to align — with established AI 
governance principles and enterprise risk 
standards? 

The study's contributions are threefold: a 
structured comparative taxonomy of 
framework architectures; a scenario-

validated enterprise readiness rubric; and a 
governance-aligned deployment framework 
suitable for institutional adoption. 

2. Literature Review 

2.1 The Evolution Toward Agentic AI 

The conceptual shift from LLMs as passive 
respondents to active agents has been 
documented progressively in the literature. 
Significant early framing came from research 
demonstrating that LLMs could be prompted 
to decompose goals, select tools, and 
iteratively self-correct — establishing the 
foundational Reason + Act (ReAct) 
paradigm [4]. Subsequent work formalised 
the architecture of LLM-powered 
autonomous agents around three pillars: 
planning, memory, and tool use, providing a 
widely cited architectural vocabulary still 
employed in framework design [5]. These 
contributions established the theoretical 
scaffolding upon which contemporary multi-
agent frameworks are constructed, yet they 
did not anticipate the coordination 
complexities that emerge when multiple such 
agents interact within a shared task 
environment. 

2.2 Multi-Agent Coordination and 
Communication Protocols 

Inter-agent communication represents one of 
the most consequential and contested design 
dimensions in agentic system architecture. 
AutoGen introduced a seminal contribution 
here, demonstrating that conversational 
protocols between specialised agents — 
including human-in-the-loop configurations 
— could outperform single-agent pipelines 
on complex coding and reasoning tasks [6]. 
The framework's flexibility in defining agent 
personas and conversation termination 
conditions established a new benchmark for 
multi-agent coordination. However, critics 
note that purely conversational coordination 
introduces non-determinism that is difficult 
to audit or reproduce — a significant liability 
in regulated enterprise environments. 
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2.3 Graph-Based and Role-Based 
Orchestration 

LangGraph extended the LangChain 
ecosystem by introducing directed cyclic 
graph structures for agent state management, 
enabling conditional branching, looping, and 
persistent state across agent interactions [3]. 
This architectural choice privileges 
determinism and transparency over emergent 
flexibility, aligning more naturally with 
enterprise requirements for explainability 
and rollback capability. CrewAI, by contrast, 
adopts a role-based crew metaphor in which 
agents are assigned professional personas, 
goals, and backstory context — drawing on 
sociological models of team organisation [7]. 
Empirical comparisons between these 
approaches remain limited, particularly in 
domain-specific enterprise scenarios 
involving concurrent tool invocations and 
failure recovery. 

2.4 Governance, Accountability, and 
Regulatory Alignment 

The governance dimension of agentic AI 
deployment has attracted increasing 
scholarly and institutional attention. The 
OECD AI Principles [8] and the NIST AI 
Risk Management Framework [9] both 
establish normative expectations around 
transparency, accountability, and human 
oversight — criteria that multi-agent 
systems, by virtue of their emergent and 
distributed decision-making, may strain 
significantly. The EU AI Act's classification 
of certain autonomous decision-making 
systems as high-risk mandates conformity 
assessment and logging requirements that 
most current frameworks do not natively 
satisfy. Scholarly work on responsible 
agentic reasoning has begun to formalise in-
loop safeguards and evaluation protocols 
[02], though operationalisation at the 
framework level remains nascent. 

2.5 Enterprise Deployment Challenges 
and Research Gaps 

Across the reviewed literature, a consistent 
pattern emerges: evaluations prioritise task-
level performance metrics (accuracy, 
latency, token efficiency) over system-level 
enterprise concerns (auditability, graceful 
degradation, role-based access, compliance 
logging). Furthermore, cross-framework 
comparisons are rarely conducted under 
equivalent conditions with enterprise-
representative workloads. The absence of a 
governance-aligned evaluation rubric is a 
particularly pronounced gap, given the 
regulatory trajectory in major jurisdictions. 
This study directly addresses that gap by 
constructing and applying a multi-
dimensional enterprise readiness rubric 
across four frameworks, validated through 
structured scenario analysis and assessed 
against international governance 
benchmarks. 

3. Methodology 

3.1 Research Design 

This study employs Design Science Research 
(DSR) as its primary methodological 
paradigm, following the established DSR 
framework for information systems research 
[11]. DSR is particularly appropriate here 
because the study's central output — an 
enterprise readiness evaluation rubric and 
deployment framework — constitutes a 
designed artefact intended to solve a class of 
practical problems. The research proceeds 
through four iterative phases: problem 
identification and motivation; artefact 
design; demonstration through scenario 
analysis; and evaluation and communication. 

3.2 Data Sources 

Three categories of data inform the study. 
First, primary technical documentation, API 
references, and published architecture papers 
for each evaluated framework (LangGraph, 
AutoGen, CrewAI, OpenAI Swarm) were 
analysed using structured content analysis. 
Second, peer-reviewed empirical and 
conceptual literature from 2022–2025 was 
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systematically reviewed, with source 
selection bounded to Scopus-indexed 
journals, arXiv preprints with confirmed 
journal or conference acceptance, and 
institutional reports from OECD, NIST, and 
the European Commission. Third, 
governance documents — including the 
NIST AI RMF, OECD AI Principles, and EU 
AI Act provisional text — were analysed to 
derive governance alignment criteria. 

3.3 Evaluation Rubric Construction 

The enterprise readiness rubric was 
constructed deductively from governance 
frameworks and enterprise architecture 
literature, yielding six evaluation 
dimensions: (1) Orchestration Determinism; 
(2) Memory Architecture; (3) Tool 
Integration Capability; (4) Fault Tolerance 
and Failure Recovery; (5) Auditability and 
Logging; and (6) Governance Alignment. 
Each dimension was operationalised with a 
four-point ordinal scale (Absent / Partial / 
Adequate / Advanced) grounded in 
observable architectural features and 
documented behaviours. 

3.4 Scenario-Based Validation 

Three enterprise workflow scenarios of 
escalating complexity were constructed to 
stress-test frameworks against the rubric: 
(S1) a document processing and 
summarisation pipeline (moderate 
complexity, deterministic); (S2) a multi-
department procurement approval workflow 
(high complexity, conditional branching, 
human-in-the-loop); and (S3) an autonomous 
regulatory compliance monitoring pipeline 
(very high complexity, adversarial 
conditions, real-time data ingestion). 
Scenario parameters were drawn from 
published enterprise AI deployment case 
studies and validated through comparison 
with publicly documented production 
deployments. 

4. Proposed Framework 

4.1 The ENTRUST Evaluation and 
Deployment Framework 

The proposed framework — designated 
ENTRUST (ENterprise Tiered Readiness 
for aUtonomouS sysTems) — provides a 
structured approach to multi-agent LLM 
framework selection, configuration, and 
governance in enterprise contexts. 
ENTRUST operates across three 
architectural layers: the Evaluation Layer, 
the Deployment Configuration Layer, and 
the Governance and Monitoring Layer. 

 
Figure 1: the ENTRUST three-layer architecture 

 
Evaluation Layer: Stakeholders — 
including enterprise architects, compliance 
officers, and AI governance leads — apply 
the six-dimensional rubric to candidate 
frameworks. The rubric produces a 
composite readiness score that maps to one 
of three deployment tiers: Controlled 
Deployment (single-domain, deterministic 
workflows), Supervised Autonomy (multi-
domain workflows with human escalation), 
and Full Agentic Operation (emergent multi-
agent coordination with automated 
oversight). 

Deployment Configuration Layer: Based 
on tier assignment, this layer specifies 
orchestration patterns (sequential, 
hierarchical, or networked), tool-use 
permissions and sandboxing requirements, 
memory architecture (short-term 
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conversational vs. long-term vector-based), 
and human-in-the-loop trigger thresholds. 
This layer explicitly separates orchestrator 
agents from executor agents, reducing single-
point-of-failure risk and enabling role-based 
access control consistent with enterprise 
identity management systems. 

Governance and Monitoring Layer: Every 
agent interaction is logged to an immutable 
audit trail. Governance alignment is 
maintained through continuous policy 
checking against embedded rule sets derived 
from the NIST AI RMF's Govern, Map, 
Measure, and Manage functions [9]. Real-
time monitoring detects anomalous inter-
agent communication patterns indicative of 
prompt injection or goal misalignment. 
Escalation protocols route unresolvable 
conflicts to designated human oversight 
roles. 

4.2 Stakeholders 

Primary stakeholders include enterprise 
CIOs and technology architects (framework 
selection), compliance and legal teams 
(governance alignment), operational 
business units (workflow configuration), and 
external regulators (audit access). Secondary 
stakeholders include AI framework vendors 
and enterprise software integrators. 

4.3 Ethical, Legal, and Regulatory 
Safeguards 

The ENTRUST framework explicitly 
incorporates the OECD's five principles for 
trustworthy AI — inclusive growth, human-
centred values, transparency, robustness, and 
accountability [8]. Under the EU AI Act's 
risk-based approach, workflows classified as 
high-risk must satisfy conformity assessment 
requirements before deployment; 
ENTRUST's Evaluation Layer includes a 
pre-deployment risk classification module to 
support this determination. Data 
minimisation principles are enforced at the 
tool-use layer: agents are granted access only 
to data necessary for the immediate subtask, 

with session-scoped credentials 
automatically revoked upon task completion. 
Algorithmic bias monitoring is embedded 
within the feedback loop, flagging 
demographic or contextual patterns in agent 
decision outputs for human review. 

 
Figure 2 — the Governance and Monitoring Layer 

data flow and audit architecture 
 
5. Impacts and Outcomes 

5.1 Comparative Framework Evaluation 
Results 

The application of the six-dimensional 
ENTRUST rubric across the four 
frameworks under the three enterprise 
scenarios yielded the following comparative 
assessment: 

Table 1. Multi-Agent LLM Framework Comparative 
Assessment Across ENTRUST Rubric Dimensions 
Evaluati

on 
Dimensi

on 

LangG
raph 

Auto
Gen 

Crew
AI 

OpenA
I 

Swarm 

Orchestr
ation 

Determin
ism 

Advanc
ed 

Partial Adequ
ate 

Partial 

Memory 
Architect

ure 

Advanc
ed 

Adequ
ate 

Partial Absent 

Tool 
Integrati

on 
Capabilit

y 

Advanc
ed 

Advan
ced 

Adequ
ate 

Adequat
e 
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Fault 
Toleranc

e & 
Recover

y 

Adequa
te 

Partial Partial Absent 

Auditabil
ity & 

Logging 

Advanc
ed 

Adequ
ate 

Partial Absent 

Governa
nce 

Alignme
nt 

Adequa
te 

Adequ
ate 

Partial Absent 

Composi
te 

Readines
s Score 

High Moder
ate-
High 

Moder
ate 

Low 

Recomm
ended 

Deploym
ent Tier 

Supervi
sed / 
Full 

Super
vised 

Contr
olled 

Experi
mental 
Only 

Note: Scoring scale — Absent (0), Partial 
(1), Adequate (2), Advanced (3). Composite 
scores aggregated and normalised across six 
dimensions. 

The results reveal a pronounced 
stratification. LangGraph's stateful graph 
model confers significant advantages in 
determinism and auditability, making it the 
most enterprise-ready framework under 
current governance expectations. Its capacity 
to define explicit state schemas and 
conditional transitions — which can be 
mapped directly to business process logic — 
renders it uniquely auditable. AutoGen 
demonstrates strong tool integration and 
acceptable auditability but introduces non-
determinism through conversational 
coordination that may be unacceptable in 
high-stakes regulated workflows. CrewAI's 
role-based abstraction lowers the barrier to 
agent configuration but at the cost of 
architectural transparency; its partial 
governance alignment reflects the absence of 
native audit logging and policy enforcement 
mechanisms. OpenAI Swarm, as the most 
experimentally oriented framework, exhibits 
near-total absence of enterprise governance 
features, positioning it appropriately as a 
research and prototyping tool rather than a 
production deployment candidate. 

5.2 Scenario-Level Performance Insights 

Under Scenario S1 (document processing), 
all four frameworks achieved adequate task 
completion, with performance differences 
confined to latency and token efficiency. The 
governance gaps of CrewAI and Swarm were 
not materially exposed at this complexity 
level. Scenario S2 (procurement approval) 
revealed significant divergence: LangGraph 
and AutoGen navigated conditional 
branching and human escalation reliably, 
while CrewAI exhibited role-conflict failures 
in concurrent task conditions. Swarm failed 
to maintain workflow state across agent 
handoffs. Scenario S3 (regulatory 
compliance monitoring) produced the 
starkest differentiation; only LangGraph 
achieved full task completion with audit-
consistent logging, while AutoGen required 
manual configuration augmentation to 
approach comparable governance 
compliance. 

5.3 Governance Alignment Analysis 

Mapping framework capabilities to NIST AI 
RMF functions reveals that no current 
framework natively satisfies all four 
functions — Govern, Map, Measure, and 
Manage — without augmentation. 
LangGraph satisfies Govern and Manage 
most fully through its stateful architecture 
and explicit error handling. The study's 
findings thus confirm that enterprise 
deployment of any framework requires 
supplementary governance tooling, 
validating the need for an integrative 
deployment model such as ENTRUST. 

6. Conclusion 

This study has systematically evaluated four 
leading multi-agent LLM frameworks — 
LangGraph, AutoGen, CrewAI, and OpenAI 
Swarm — against a governance-informed 
enterprise readiness rubric, applied across 
three workflow scenarios of escalating 
complexity. The findings establish that 
architectural choices at the framework design 
level carry direct consequences for enterprise 
risk posture, regulatory compliance, and 
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operational scalability. LangGraph's stateful, 
graph-based architecture currently offers the 
most defensible foundation for enterprise 
deployment in regulated contexts. AutoGen 
presents a viable alternative where 
conversational flexibility outweighs 
determinism requirements. CrewAI and 
Swarm, while valuable in exploratory and 
prototyping contexts respectively, require 
substantial governance augmentation before 
institutional deployment can be responsibly 
recommended. 

Theoretically, the study advances a multi-
dimensional conception of agentic AI 
readiness that extends beyond task 
performance to encompass governance, 
auditability, and alignment with international 
AI principles. The ENTRUST framework 
operationalises this conception into a 
practical decision tool for enterprise 
architects and compliance professionals. 
Policy implications are significant: 
regulators drafting AI governance 
requirements should engage with the 
architectural heterogeneity of multi-agent 
frameworks rather than treating agentic AI as 
a monolithic category, as governance 
compliance capacity varies substantially 
across systems. 

7. Future Scope 

Several productive research directions 
emerge from this work. First, longitudinal 
empirical studies tracking framework 
evolution over product development cycles 
would provide dynamic readiness 
assessments. Second, domain-specific rubric 
extensions for healthcare, financial services, 
and critical infrastructure would increase the 
granularity and applicability of the 
evaluation approach. Third, the integration of 
formal verification methods into agent 
orchestration pipelines represents a frontier 
research challenge that could substantially 
enhance the auditability of agentic systems. 
At the deployment scale, challenges of 
distributed agent coordination across cloud-
edge hybrid environments particularly 

regarding latency, state consistency, and 
security boundary enforcement warrant 
dedicated investigation. Finally, as 
regulatory frameworks mature, empirical 
compliance audits of production multi-agent 
deployments against EU AI Act and national 
AI governance standards will provide 
essential grounding for both scholarship and 
policy. 

REFERENCES 

1. An, T. (2025). AI agent landscape 2025–2026: A 
technical deep dive. Medium. https://tao-
hpu.medium.com/ai-agent-landscape-2025-
2026-a-technical-deep-dive-abda86db7ae2 

2. Bandi, A., Kongari, B., Naguru, R., Pasnoor, S., 
& Vilipala, S. V. (2025). The rise of agentic AI: 
A review of definitions, frameworks, 
architectures, applications, evaluation metrics, 
and challenges. Future Internet, 17(9), 404. 
https://doi.org/10.3390/fi17090404 

3. CrewAI. (2024). CrewAI framework 
documentation: Role-based autonomous AI 
agents. CrewAI Inc. https://docs.crewai.com/ 

4. Datta, S., Roy, S., & Chakraborty, T. (2025). 
Agentic AI security: Threats, defenses, 
evaluation, and open challenges. arXiv preprint. 
https://arxiv.org/abs/2510.23883 

5. European Parliament. (2024). Regulation (EU) 
2024/1689 — Artificial Intelligence Act. Official 
Journal of the European Union. https://eur-
lex.europa.eu/eli/reg/2024/1689/oj 

6. Gartner. (2024). Gartner predicts 2025: 
Autonomous AI agents will reshape enterprise 
decision-making. Gartner Research. 
https://www.gartner.com/en/newsroom/press-
releases/2024-10-autonomous-agents 

7. Hevner, A. R., March, S. T., Park, J., & Ram, S. 
(2004). Design science in information systems 
research. MIS Quarterly, 28(1), 75–105. 
https://doi.org/10.2307/25148625 

8. Ismail, M., et al. (2025). Toward robust security 
orchestration and automated response in security 
operations centers with a hyper-automation 
approach using agentic artificial intelligence. 
Information, 16(5), 365. 
https://doi.org/10.3390/info16050365 

9. LangChain. (2024). LangGraph: Building 
stateful, multi-agent applications with LLMs. 
LangChain Documentation. https://langchain-
ai.github.io/langgraph/ 

10. National Institute of Standards and Technology. 
(2023). Artificial intelligence risk management 
framework (AI RMF 1.0) (NIST AI 100-1). U.S. 
Department of Commerce. 
https://doi.org/10.6028/NIST.AI.100-1 



 

63Cyber Times International Journal of Technology & Management 
Volume 19 Issue 01, October 2025 – March 2026. Copyright © [Cyber Times] 

11. OECD. (2024). OECD AI Principles: 
Recommendations on artificial intelligence. 
Organisation for Economic Co-operation and 
Development. https://oecd.ai/en/ai-principles 

12. Raza, S., & Emmanouilidis, C. (2025). TRiSM 
for agentic AI: A review of trust, risk, and 
security management in LLM-based agentic 
multi-agent systems. arXiv preprint. 
https://arxiv.org/abs/2506.04133 

13. Weng, L. (2023). LLM-powered autonomous 
agents. Lil'Log. 
https://lilianweng.github.io/posts/2023-06-23-
agent/ 

14. Wu, Q., Bansal, G., Zhang, J., Wu, Y., Li, B., 
Zhu, E., Jiang, L., Zhang, X., Zhang, S., Liu, J., 
Awadallah, A. H., White, R. W., Burger, D., & 
Wang, C. (2024). AutoGen: Enabling next-
generation LLM applications via multi-agent 
conversation. COLM 2024. 
https://arxiv.org/abs/2308.08155 

15. Yao, S., Zhao, J., Yu, D., Du, N., Shafran, I., 
Narasimhan, K., & Cao, Y. (2023). ReAct: 
Synergizing reasoning and acting in language 
models. International Conference on Learning 
Representations (ICLR 2023). 
https://arxiv.org/abs/2210.03629 


	Front2
	2
	Initial Pages
	Index

	Paper8-Volume19-issue1

