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Poisoned Memory, Hijacked Tools:
Taxonomizing Prompt Injection Attack
Surfaces in Production LLM Agent Pipelines

Dr. Anup Girdhar
CEO- Sedulity Solutions & Technologies, New Delhi
Email: anupgirdhar@gmail.com

ABSTRACT

Large language model (LLM) agents deployed in enterprise production environments
introduce a class of security vulnerabilities that differ fundamentally from those associated
with static model inference. When agents are equipped with persistent memory stores, external
tool access, and multi-step planning capabilities, the attack surface expands dramatically —
rendering conventional input sanitisation strategies insufficient. Prompt injection, wherein
adversarially crafted inputs manipulate agent reasoning and redirect tool-use behaviour, has
emerged as the defining security threat of the agentic Al era. Despite growing practitioner
awareness, the academic literature lacks a comprehensive, production-grounded taxonomy of
prompt injection attack surfaces that captures the full diversity of injection vectors,
propagation pathways, and enterprise impact categories. This study addresses that gap
through a systematic taxonomic analysis of prompt injection vulnerabilities across five
architectural layers of LLM agent pipelines: user input, tool interfaces, memory subsystems,
inter-agent communication channels, and retrieval-augmented generation (RAG) corpora.
Employing a conceptual framework development methodology grounded in Design Science
Research principles, the study synthesises evidence from peer-reviewed security literature,
institutional vulnerability disclosures, and documented production incidents between 2022 and
2025. The resulting PIPE taxonomy (Pipeline Injection Point Enumeration) provides a
structured reference for enterprise security architects, Al governance professionals, and
policymakers. Findings carry direct relevance to emerging regulatory instruments including
the EU Al Act and NIST Al Risk Management Framework, both of which mandate systematic
risk identification for high-risk Al deployments.

KEYWORDS: Agentic Al security, LLM agent pipelines, NIST Al RMF, Prompt injection
taxonomy, RAG poisoning, Tool hijacking

1. Introduction

Security research has historically lagged
behind deployment realities in periods of
rapid technological transition. The current
proliferation of LLM-powered agents in
enterprise environments represents precisely
such a moment. Organisations are deploying
agents capable of browsing the web,
executing code, querying databases,
composing emails, and coordinating with
other agents — often without adequate

understanding of the novel threat landscape
these capabilities introduce [1]. The
fundamental security assumption underlying
most enterprise Al governance frameworks
— that model inputs can be controlled and
sanitised at the perimeter — fails when the
agent itself retrieves, generates, and acts
upon content from uncontrolled external
sources.

Prompt injection exploits this failure. Unlike
adversarial attacks on model weights or
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training data poisoning (which require
insider access), prompt injection is a runtime
attack: malicious instructions embedded in
content the agent processes cause it to
deviate from intended behaviour, override
system-level directives, exfiltrate data, or
invoke unintended tool calls [2]. The threat is
compounded in multi-agent architectures,
where a compromised subordinate agent can
propagate injected instructions upstream to
orchestrators with broader system access [3].

Existing security literature addresses prompt
injection primarily through the lens of single-
turn LLM interactions, where the attack
surface is confined to the user prompt. In
production agentic pipelines, this framing is
dangerously incomplete. Memory stores
accumulate injected content across sessions;
tool outputs carry adversarially constructed
payloads from third-party APIs; RAG
corpora may be poisoned prior to retrieval;
and inter-agent message passing creates
propagation vectors invisible to conventional
monitoring. No  existing  academic
framework systematically enumerates these
surfaces across the full pipeline architecture.

Three research questions organise this study:

RQ1: What are the distinct injection point
categories present across the architectural
layers of production LLM agent pipelines?

RQ2: How do injection vectors differ in
propagation mechanism, persistence, and
enterprise impact across these categories?

RQ3: What governance and mitigation
architecture most effectively addresses the
enumerated attack surfaces in alignment with
international Al security standards?

The study's contribution is threefold: a
structured five-layer taxonomy of LLM
agent injection surfaces (PIPE); a
comparative impact matrix across attack
categories; and a governance-aligned
mitigation framework positioned against

NIST AI RMF [12] and EU AI Act [5]
requirements.

2. Literature Review

2.1 Prompt Injection as a Foundational
Threat

The formal characterisation of prompt
injection as a security vulnerability emerged
alongside the deployment of instruction-
tuned LLMs in interactive applications. Early
taxonomic  work distinguished direct
injection — where the attacker controls the
user prompt — from indirect injection, where
malicious instructions are embedded in
content the model retrieves or processes [2].
This  distinction, while foundational,
understates the complexity of the agentic
context. In a pipeline where an agent
autonomously browses web pages, reads
documents, processes API responses, and
queries its own memory store, the boundary
between '"user prompt" and retrieved
content" dissolves entirely. Every data
source the agent touches becomes a potential
injection vector.

2.2 Memory Poisoning and Persistent
Threats

Long-term memory in LLM agents —
typically implemented as vector database
stores enabling semantic retrieval across
sessions — introduces a persistence
dimension absent from single-turn threat
models. Research on memory injection
attacks has demonstrated that adversarially
crafted inputs, once stored in an agent's
memory, can influence behaviour in future
sessions far removed from the initial attack
[6]. The threat is particularly acute in
collaborative or  multi-user  agent
deployments, where one user's poisoned
interaction can contaminate = memory
retrieved in another user's session. This
cross-session  persistence fundamentally
alters the risk calculus for enterprise
deployments, as it converts a transient
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runtime attack into a durable compromise of
the agent's knowledge state.

2.3 Tool Hijacking and Indirect Execution

The tool-use capabilities that render LLM
agents productive also render them
exploitable. When an agent invokes external
APIs, executes shell commands, or queries
databases based on reasoning over
potentially adversarial inputs, the tool layer
becomes an attack amplifier [3].
Documented attack patterns include prompt
injection payloads embedded in web pages
visited by browsing agents, in email bodies
processed by communication agents, and in
file contents read by document analysis
agents — each causing the agent to invoke
tools with attacker-specified parameters
rather than those intended by the legitimate
orchestrating system [7]. The OWASP Top
10 for LLM Applications identifies insecure
plugin design and excessive agency as
among the highest-risk  vulnerability
categories, explicitly acknowledging that
tool invocation boundaries represent critical
security perimeters requiring enforcement
independent of model-level controls [§8].

2.4 RAG Corpus Poisoning

Retrieval-Augmented Generation
architectures, widely adopted to ground LLM
agent responses in organisational knowledge
bases, introduce a novel pre-retrieval attack
surface. An adversary with write access — or
the ability to influence indexed external
content — can embed injection payloads in
documents that will be retrieved and
incorporated into the agent's context [9].
Unlike direct prompt injection, RAG
poisoning may persist undetected across
many benign retrieval operations before the
poisoned document is retrieved in a context
that triggers the injected instruction.
Detection is complicated by the fact that the
poisoned content may appear semantically
legitimate within the retrieved document,
activating only when combined with specific
query contexts.

2.5 Multi-Agent
Governance Gaps

Propagation and

The most structurally novel injection threat
in contemporary deployments arises from
multi-agent architectures, where specialised
sub-agents operate under the orchestration of
a managing agent. Research on agent-to-
agent prompt infection has demonstrated that
injected  instructions can  propagate
horizontally and vertically across agent
networks — a subordinate agent processing
adversarial content can generate outputs that,
when consumed by the orchestrating agent,
redirect the orchestrator's behaviour [3].
Governance frameworks have been slow to
address this propagation dimension. The
NIST AI RMF provides structured guidance
on Al risk management but does not
enumerate agent-specific attack vectors with
sufficient granularity for security architects
[4]. The EU AI Act's risk-tiering approach
creates compliance obligations for high-risk
Al systems but does not specify technical
countermeasures for prompt injection at the
pipeline level [5].

Research Gap: The reviewed literature
addresses individual injection vectors in
relative isolation, without providing a
unified, production-grounded taxonomy that
maps attack surfaces to architectural layers,
propagation mechanisms, and enterprise
impact categories. This fragmentation leaves
security architects without a structured
reference  for  comprehensive  threat
modelling of LLM agent deployments. The
present study directly addresses this gap.

3. Methodology
3.1 Research Design

This study employs Conceptual Framework
Development as its primary research design,
situated within the broader Design Science
Research (DSR) paradigm. Conceptual
framework development is appropriate when
the research objective is to organise, classify,
and relate constructs in a domain where

Cyber Times International Journal of Technology & Management 66
Volume 19 Issue 01, October 2025 — March 2026. Copyright © [Cyber Times]



empirical data is nascent but practitioner
knowledge and documented incidents
provide sufficient grounding for theoretically
rigorous synthesis. The PIPE taxonomy
constitutes the designed artefact in DSR
terms — an analytical instrument intended to
solve the practical problem of incomplete
threat modelling in LLM agent deployments.

3.2 Data Sources

Three source categories inform the taxonomy
construction. First, peer-reviewed academic
literature from 2022-2025 was
systematically reviewed, with inclusion
criteria requiring direct relevance to LLM
agent security, prompt injection, or related
attack  vectors. Second, authoritative
institutional documents were analysed,
including the NIST Al RMF [4], OWASP
LLM Top 10 [8], EU AI Act [5], and
published vulnerability disclosures from
major Al security research groups. Third,
documented production incidents —
including publicly reported prompt injection
exploits against commercial LLM agent
deployments — were analysed to ensure the
taxonomy reflects real-world attack patterns
rather than purely theoretical constructs.

3.3 Taxonomy Construction and

Validation

The PIPE taxonomy was constructed through
iterative thematic synthesis: injection vectors
identified in the literature were coded,

grouped by architectural layer, and
characterised along three  analytical
dimensions — propagation mechanism,

persistence class, and enterprise impact
severity. Validation employed a two-stage
approach: internal consistency review
(ensuring each taxonomy category is
mutually exclusive, collectively exhaustive,
and theoretically grounded) and scenario-
based analysis, in which three representative
enterprise deployment scenarios were used to
stress-test the taxonomy's coverage and
discriminative capacity.

4. The PIPE Taxonomy and Mitigation
Framework

4.1 PIPE:
Enumeration

Pipeline Injection Point

The PIPE taxonomy organises prompt
injection attack surfaces across five
architectural layers of production LLM agent
pipelines. Each layer represents a distinct
class of injection opportunity, distinguished
by the mechanism through which adversarial
content enters the agent's context window,
the persistence of the threat, and the
downstream impact pathway.

Layer Injection vector Propagation Persistence

L3 — Memaory subsystem layer

L4 — RAG corpus layer

Risk level

Figure 1: PIPE Taxonomy — Five-Layer LLM Agent
Pipeline Injection Surface Map. The diagram
illustrates the five architectural layers (User Input
Layer, Tool Interface Layer, Memory Subsystem
Layer, RAG  Corpus Layer, Inter-Agent
Communication Layer) arranged vertically to reflect
data flow through a production agent pipeline. Each
layer is annotated with its primary injection vector,
propagation mechanism, and persistence class.
Bidirectional arrows between layers indicate cross-
layer propagation pathways, with red highlighting on
the most critical attack paths: memory-to-retrieval
propagation and inter-agent message injection.

Layer 1 — User Input Layer: The most
direct injection surface, comprising system
prompt overrides, role-play manipulations,
and instruction injection through user-facing
interfaces. Attacks at this layer are typically
session-scoped and non-persistent, but can
serve as entry points for injections that
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propagate to deeper layers through agent
memory writes or tool invocations triggered
by the manipulated session.

Layer 2 — Tool Interface Layer:
Encompasses all external tool calls made by
the agent, including web browsing, API
queries, code execution, file reading, and
email processing. Injection payloads arrive
embedded in tool outputs — a web page the
agent visits, an API response it parses, or a
file it reads — and are processed as trusted
context content. Attacks at this layer are
particularly dangerous because tool outputs
typically receive less scrutiny than user
inputs in both model-level and system-level
content filtering pipelines.

Layer 3 — Memory Subsystem Layer:
Covers attacks targeting vector database
stores and other persistent memory
architectures. Injected content written to
memory in one session can influence agent
behaviour across future sessions, enabling
durable compromise without continued
adversarial access. Cross-user memory
contamination is a particularly severe variant
in shared-agent deployments.

Layer 4 — RAG Corpus Layer: Addresses
injection vectors embedded in documents,
knowledge bases, or external corpora
indexed for retrieval. Poisoned documents
retrieved in relevant query contexts inject
adversarial instructions into the agent's
context window without any direct
adversarial interaction with the agent at
runtime. Detection requires corpus integrity
verification prior to indexing and semantic
anomaly detection at retrieval time.

Layer 5 — Inter-Agent Communication
Layer: The structurally novel surface in
multi-agent architectures. A compromised or
manipulated sub-agent can embed injected
instructions in  messages passed to
orchestrating agents, enabling vertical
propagation toward agents with broader
system access and higher-privilege tool
invocations. This layer is the least addressed

by existing governance frameworks and the
most difficult to monitor without purpose-
built inter-agent communication auditing.

4.2 Stakeholders and Governance
Architecture
Primary stakeholders in PIPE-informed

security governance include enterprise
security architects (threat modelling and
control specification), Al operations teams
(runtime monitoring and incident response),
compliance and legal functions (regulatory
alignment), and external regulators (audit
and  enforcement). The  governance
architecture overlays three control planes:
preventive controls (input validation, tool
permission sandboxing, corpus integrity
verification), detective controls (runtime

anomaly detection, inter-agent
communication auditing, memory integrity
monitoring), and responsive  controls
(automated agent suspension, human
escalation protocols, session rollback
capabilities).

4.3 Ethical, Legal, and Regulatory

Alignment

The PIPE framework explicitly aligns with
NIST AI RMF's Govern, Map, Measure, and
Manage functions — each of which maps to
a distinct control plane within the governance

architecture [4]. Under EU AI Act
provisions, LLM agent deployments
classified as high-risk must maintain
technical  documentation of  known

vulnerabilities and demonstrate conformity
with cybersecurity requirements; PIPE
provides the structured threat enumeration
necessary to satisfy this documentation
obligation [5]. Data minimisation principles
are embedded at the tool interface layer:
agents operate under least-privilege tool
access  policies, with  session-scoped
credentials automatically revoked upon task
completion.  Algorithmic  transparency
requirements are  addressed  through
mandatory logging of all tool invocations and
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memory read/write operations, enabling
post-hoc audit of agent decision pathways.

Preventive Detective Responsive

Layer

Figure 2: PIPE Governance Architecture — Three-
Plane Control Model. The diagram presents the three
governance control planes (Preventive, Detective,
Responsive) as horizontal bands overlaid on the five-
layer PIPE taxonomy. Each cell in the resulting matrix
identifies the specific control mechanism applicable to
that layer-plane intersection. Colour coding indicates
control maturity: green for well-established controls
with documented implementation guidance, amber for
controls requiring framework augmentation, and red
for currently under-specified control areas
representing priority research and governance
development needs.

5. Impacts and Outcomes

5.1 PIPE Taxonomy — Attack Surface
Characterisation

Table 1. PIPE Taxonomy: LLM Agent
Pipeline Injection Surfaces — Attack
Characterisation Matrix

Laye | Injecti | Propa | Persi | Ente | Cur

r on gation | stenc | rpris | rent
Vector | Mech e e Con
anism | Class | Impa | trol
ct Mat
Seve | writ
rity y
L1 | System | Sessio | Sessi | Medi | Ade
— | prompt n- on- um | quat
User | overrid | local; | scope e
input | e;role- | may d
play | trigger
manip L3
ulation | memo

ry
write
L2 | Advers | Conte | Sessi | High | Parti
— arial xt on- al
Tool | web/A | windo | scope
inter | Pl/file w d;
face | content | injecti | repeat
onvia | able
tool
output
L3 Poison | Cross- | Persis | Critic | Nasc
— ed sessio tent al ent
Mem | memor n; (until
ory y cross- | purge
subs | write; | userin d)
yste | cross- | shared
m session | deploy
retriev | ments
al
L4 | Poison | Pre- | Persis | High | Parti
— ed retriev | tent al
RAG | docum al (until
corp ent embed re-
us indexi | ding; | index
ng query- ed)
trigger
ed
activat
ion
L5 | Compr | Vertic | Sessi | Critic | Abs
— | omised al on- al ent
Inter | sub- propa | scope
- agent | gation d;
agen | messag to escala
t e higher | ting
com -
ms privile
ge
orches
trator

Note. Persistence class refers to the duration
of adversarial influence after initial injection
event. Control maturity ratings are assessed
against documented implementation
guidance in OWASP LLM Top 10 [8] and
NIST AI RMF [4]. "Absent" denotes no
currently standardised control specification
for this layer.

The matrix reveals a clear stratification of
risk and control readiness. Layers 3 and 5 —
memory  subsystem and inter-agent
communication — combine the highest
enterprise impact severity with the least
mature control landscapes. This pattern has
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direct implications for enterprise security
investment  prioritisation:  organisations
deploying  multi-agent  systems  with
persistent memory must treat these two
layers as priority threat surfaces requiring
bespoke architectural controls rather than
adaptations of existing input-validation
approaches.

5.2 Comparative Impact Analysis:
Traditional vs. PIPE-Informed Security

Posture

Table 2. Security Posture Comparison: Traditional
LLM Input Security vs. PIPE-Informed Multi-Layer

ion +

controls
Incident | Manual, | Automated | Response
response | post-hoc | suspension | time: hrs
capabilit + rollback — mins

y +

escalation
Note. Improvement assessments are
conceptual, derived from architectural
analysis of control coverage gaps.

Quantitative validation through production
deployment monitoring is identified as a
priority future research direction.

The comparison illustrates that traditional

Defence . . .
Security | Tradition | PIPE- | Improvem input-security approaches, while necessary,
Dimensi al Informed ent are structurally insufficient for production
on Approac | Approach agentic deployments. The addition of PIPE-
h informed controls across Layers 2-5
Threat User All 5 +400% converts a perimeter-only security posture
surface input pipeline surface . . i
coverag | layer only layers coverage into a def@ce-m-depth archltecture — a
e transformation that aligns with the layered
Memory Not Integrity Full security principles articulated in both NIST
attack | addressed | monitoring | coverage guidance and enterprise security architecture
detectio + ﬂanomaly added standards. Critically, the improvement in
n agging . .
Tool T Perimeter Lonst. reT—— regulatory alignment from partlal. to full
invocati | filtering | privilege + | enforceme coverage of NIST Al RMF functions has
on session- nt direct compliance value for organisations
control scoped subject to audit under emerging Al
RBAC governance regimes.
RAG Not Pre- Full
corpus | addressed | indexing coverage 6. Conclusion
integrity validation added
2;?;112\1/;1 Prompt injection in LLM agent pipelines is
detection not a single, well-bounded vulnerability — it
Inter- Not Purpose- Full is a family of related threats distributed
agent | addressed built coverage across distinct architectural layers, each with
audit lcon,lms;r added its own propagation logic, persistence
p(r)fs;giﬁ o characteristics, and enterprise im'pact'proﬁle.
n tracing The PIPE taxonomy developed in this study
Regulat | Partial Full Complete provides  the  first  comprehensive,
ory (Govern | (Govern, | alignment production-grounded enumeration of these
alignme only) Map, surfaces, offering security architects a
nt (NIST Measure, ) .
Al Manage) structured instrument for threat mod.ellmg
RMF) that moves well beyond the user-input-
Regulat Risk Risk Full centric framing that dominates both
ory classificat | classificati | conformity practitioner discourse and current
alignme | ion only on+ pathway governance documentation.
nt (EU technical
Al Act) documentat
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Theoretically, the  study  advances
understanding of agentic Al security by
establishing that the memory subsystem and
inter-agent communication layers represent
qualitatively novel threat surfaces — not
merely extensions of existing prompt
injection requiring purpose-built detection
and response architectures. The persistence
and cross-session propagation characteristics
of memory-layer attacks, in particular,
demand a reconceptualisation of the attacker
model appropriate to agentic deployments.

From a policy standpoint, the finding that
Layers 3 and 5 currently lack standardised
control specifications is a direct call to action
for standards bodies. The NIST AI RMF and
OWASP LLM Top 10 provide essential
foundations, but neither addresses inter-
agent communication auditing or memory
integrity ~ monitoring  with  sufficient
specificity for implementation guidance.
Regulators implementing the EU Al Act's
technical ~ documentation  requirements
should explicitly incorporate PIPE-layer
coverage as a conformity criterion for high-
risk agentic Al systems.

7. Future Scope

Several research extensions follow naturally
from this work. Empirical validation of the
PIPE taxonomy through controlled red-team
exercises against production LLM agent
deployments would provide quantitative data
on injection success rates and control
effectiveness across layers. Longitudinal
monitoring  studies tracking memory
poisoning persistence across extended agent
operation periods would establish the
practical severity of cross-session attacks. At
the governance level, development of layer-
specific control specifications particularly
for Layers 3 and 5 represents an urgent
standards gap that bodies including NIST,
ENISA, and ISO/IEC JTC 1/SC 42 are
positioned to address. Finally, as multi-agent

architectures scale toward larger agent
networks with more complex
communication topologies, formal

verification methods for inter-agent message
integrity may become necessary a frontier
problem at the intersection of formal
methods, cryptography, and Al security
research.
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